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ELECTRONIC VOTING SYSTEM SECURITY

The federal Help America Vote Act requires that each state have a voting system

meeting federal requirements by January 2006, including a Direct Recording Electronic

(DRE) or other accessible voting unit in each precinct for voters with disabilities.

Chapter 564 of the Laws of Maryland (2001) requires a uniform statewide voting system

for polling places and a uniform system for absentee voting by 2006, for all jurisdictions
~ in Maryland. '

To meet these requirements the State Board of Elections (SBE) selected the Diebold
AccuVote-Touch Screen for polling place voting and the Diebold AccuVote Optical Scan
for absentee voting. The agency entered into a contract for the Phase I implementation
covering four counties on December 12, 2001, and the system was used in those counties
for the 2002 elections. SBE signed a contract modification on July 19, 2003 to provide for
additional equipment and services for 19 jurisdictions (Phase II), to be used beginning
with the March 2004 primary election. The remaining jurisdiction, Baltimore City, is
scheduled to implement the system for the 2006 elections.

In a report dated July 23, 2003 entitled “Analysis of an Electronic Voting System,” (the
Rubin report) computer scientists from Johns Hopkins University and Rice University
stated results of their analysis of source code for a Diebold touch screen voting system.
The report described potential security issues and vulnerabilities of source code found
on a Diebold web site and suggested that the security of the system could be
compromised-easily. The report indicated that administrative controls and procedures
for use of the voting system were not analyzed, and based observations on the
assumption that the voting devices operate on the Internet.

In response both SBE and Diebold affirmedstated that the devices do not operate on the
Internet, and that the State’s procedural controls reduce or eliminate many, if not all, of |
the vulnerabilities identified in the report. Nonetheless, the Rubin report, representing
observations of computer security experts, prompted strong public interest in verifying
security of the voting system.

On August 5, 2003, Governor Robert L. Ehrlich, Jr., directed the Department of Budget
and Management to carry out an independent security review of the voting system to
determine security risks, and corrective actions required to ensure the integrity of the

- voting process. Science Applications International Corporation (SAIC), an independent
consulting firm internationally respected in the field of technology security, performed
the analysis and has delivered its security analysis report.

The-SAlC-security-analysisreviewed-compliance-with-a-tetal-of-329-requirementsfor
roting-system-seeurity-including wax rational-and-technical-controls—The
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analysis included testing of a complete AccuVote-TS system, software analysis,
interviews of elections professionals, and reviews of administrative procedures and
controls for election processing security.

A total of 329 requirements were reviewed and the following results were found: A
total-of 217 requirements (66%) were found to be met with existing procedures and
technical features. Forty—sixd6 requirements (14%) were deemed not applicable to this
specific system. Sixty-six6b requirements (20%) were found to need further action, of
which 26 (8%) were judged to be high risk factors.

SAIC found few risks represented by the Diebold equipment. The most significant
vulnerability, use of hard-coded passwords, has been reported by Diebold to have been
corrected and submitted for federal certification. SAIC further recommended
encryption of certain data in storage and in transmission, and 100% verification of data
transmitted. The analysis noted that risk of compromise via the Internet is
minimizedeliminated by the fact that the system is not connected to the Internet.

Risks identified were predominantly associated with a wide variety of absent
administrative controls for voting system security. Among management and
operational controls, SAIC found risks in the controls on access to servers,
administration of passwords, use of system audit logs, intrusion detection, and level of
security training for elections personnel. SAIC concluded that with the management
and operational procedures currently in use, the risk of system compromise is high.

SAIC indicated however that these vulnerabilities can be mitigated, if not eliminated, by
adequate security planning and administration. ~SBE has prepared an Action Plan in
which the agency proposes to develop and carry out immediately a series of upgrades
in its security procedures to meet these requirements. These include the following
types of actions:

e SBE will create and implement a formal Information System Security Plan (ISSP);

e SBE will implement a formal Information System Security Training Program;

e SBE will develop a plan for all local jurisdictions to implement policies and procedures
uniformly;

e SBE will verify that no voting system server is attached to a network accessible externally.

The administrative changes are proposed to be completed in phases: Phase I by
September 22, 2003; Phase II by January 31, 2004; and Phase I1II by March 31%, 2004.

The Board of Elections believes that:

1. Management and operational reqliirements can and will be met to fully assure
the integrity of the voting process for all voters, including those with disabilities.
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2. The Diebold AccuVote-TS system selected by the Board is capable of meeting the
security requirements with minor changes and proper controls.

In considering appropriate plans, the Department of Budget and Management and SBE
evaluated two main options: Continue the existing project and Diebold contract, or
discontinue the contract and use an alternative voting system. Since few significant
vulnerabilities were found with the Diebold equipment, which in addition meets the
requirements of federal and State elections law, and since procurement of an alternative
system would likely result in major costs and disruption to the election preparations in
the State, continuing the present contract is recommended, subject to successful
mitigation of risks identified by SAIC.

SBE proposes keeping to the original schedule of statewide implementation of the
voting system by March 2004. Doing so would prevent overlap of that project with the
voter registration system project, also required by 2006. An aggressive schedule is
required to complete all tasks including the intensive security program by March 2004.
Implementation efseme-counties by the November 2004 general election in lieu of the
primary remains a possible alternative if needed. In that case, advance plans must be
made with the counties to retain previously acquired equipment until the actual
conversion.

SBE projects a need for three additional personnel to manage the security plan. SAIC
recommended establishing one SBE System Security Officer position. Two additional
State contractual positions are proposed, one to develop procedures and coordinate
actions with local Boards of Election, and one to manage the voter outreach and
training. SBE has received federal funds under the Help America Vote Act of 2002
(HAVA) to implement election reform, for which the Assistant Attorney General for
SBE has provided an opinion that the personnel costs will be an acceptable use of funds.

The Department of Management and Budget concurs in the retention of a Systems
Security Officer and the voting system vendor and contract, and recommends
immediate implementation by the State Board of Elections of all security upgrades
required to ensure absolute reliability and integrity of Maryland’s voting process.

James C. DiPaula, Secretary
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EXECUTIVE SUMMARY

This report presents the results of a risk assessment of the AccuVote-TS voting system as
currently implemented in Maryland by the State Board of Elections (SBE) and the Local Boards
of Elections (LBEs). This Risk Assessment report includes evaluations of threats, vulnerabilities,
security controls, and risks associated with the AccuVote-TS system and possible impacts to the
State and the integrity of its elections process from successful exploitation of identified
weaknesses.

This Risk Assessment was performed using the methodology documented in National Institute of
Science and Technology (NIST) SP 800-30, Risk Management Guide for Information

Technology Systems, and in the State of Maryland’s Certification and Accreditation Guidelines.
This assessment consists of agency-directed, independent verification of systems, software, and
processes associated with the system. This assessment provides an in-depth analysis of security
controls, including comprehensive personnel interviews, documentation reviews, site surveys,
and evaluation of the system’s hardware and software. Overall, this assessment measures the
level of assurance that the security controls for the system are fully formed and documented,
correctly implemented, and effective in their application.

Findings & Recommendations

In the course of this Risk Assessment, we reviewed the statements that were made by Aviel. D.
Rubin, professor at Johns Hopkins Untversity, in his report dated July 23, 2003. In general,
SAIC made many of the same observations, when considering only the source code. While
many of the statements made by Mr. Rubin were technically correct, it is clear that Mr. Rubin
did not have a complete understanding of the State of Maryland’s implementation of the
AccuVote-TS voting system, and the election process controls or environment. It must be noted
that Mr. Rubin states this fact several times in his report and he further identifies the assumptions
that he used to reach his conclusions. The State of Maryland procedural controls and general
voting environment reduce or eliminate many of the vulnerabilities identified in the Rubin report.
However, these controls, while sufficient to help mitigate the weaknesses identified in the July
23 report, do not, in many cases meet the standard of best practice or the State of Maryland
Security Policy.

This Risk Assessment has identified several high-risk vulnerabilities in the implementation of the
managerial, operational, and technical controls for AccuVote-TS voting system. If these
vulnerabilities are exploited, significant impact could occur on the accuracy, integrity, and
availability of election results. In addition, successful exploitation of these vulnerabilities could
also damage the reputation and interests of the SBE and the LBEs. This Risk Assessment also .
identified numerous vulnerabilities with a risk rating of medium and low that may have an
impact upon AccuVote-TS voting if exploited.

This assessment of the current security controls within the AccuVote-TS voting system is
dependent upon the system being isolated from any network connections. If any of the
AccuVote-TS voting system components, as presently configured and architected, were
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connected to a network, the risk rating would immediately be raised to high for several of the
identified vulnerabilities. SAIC recommends that a new risk assessment be performed prior to
the implementation of a major change to the AccuVote-TS voting system. Additionally, SAIC
recommends a similar assessment to be performed at least every three years, regardless of system

modification.

We recommend that SBE immediately implement the following mitigation strategies to address
the identified risks with a rating of high:

e Bring the AccuVote-TS voting system into c'ompliance with the State of Maryland
Information Security Policy and Standards.

o Consider the creation of a Chief Information Systems Security Officer (CISSO) position
at SBE. This individual would be responsible for the secure operations of the AccuVote-
TS voting system.

e Develop a formal, documented, complete, and integrated set of standard policies and
procedures. Apply these standard policies and procedures consistently through the LBEs
in all jurisdictions.

e Create a formal, System Security Plan. The plan should be consistent with the State of
Maryland Information Security Policy and Standards, Code of Maryland Regulations
(COMAR), Federal Election Commission (FEC) standards, and industry best practices.

. Apply cryptographic protocols to protect transmission of vote tallies.

e Require 100 percent verification of results transmitted to the media through separate
count of PCMCIA cards containing the original votes cast.

e Establish a formal process requiring the review of audit trails at both the application and
operating system levels.

e Provide formal information security awareness, training, and education program
appropriate to each user’s level of access.

o Review any system modifications through a formal, documented, risk assessment process
to ensure that changes do not negate existing security controls. Perform a formal risk

assessment following any major system modifications, or at least every three years.

o Implement a formal, documented process to detect and respond to unauthorized
transaction attempts by authorized and/or unauthorized users.

o Establish a formal, documented set of procedures describing how the general support
system identifies access to the system.

o Change default passwords and passwords printed in documentation immediately.
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e Verify through established procedures that the ITA-certified version of software and
firmware is loaded prior to product implementation.

¢ Remove the SBE GEMS server immediately from any network connections. Rebuild the
server from trusted media to assure and validate that the system has not been
compromised. Remove all extraneous software not required for AccuVote-TS operation.
Move the server to a secure location.

e Modify procedures for the Logic and Accuracy (L&A) testing to include testing of time-
oriented exploits (e.g., trojans). This may be accomplished by changing the machine date
and time to correspond to that of the election during testing.

¢ Discontinue the use of an FTP server to distribute the approved ballots.

o Implement an iterative process to ensure that the integrity of the AccuVote-TS voting
system is maintained throughout the lifecycle process.

The system, as implemented in policy, procedure, and technology, is at high risk of compromise.
Application of the listed mitigations will reduce the risk to the system. Any computerized voting
system implemented using the present set of policies and procedures would require these same
mitigations.
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1. INTRODUCTION

1.1. Overview

The State of Maryland has contracted with Science Applications International Corporation
(SAIC) to perform a risk assessment of the Diebold AccuVote-TS voting system as currently
implemented at the State and County levels.

The risk assessment was performed from August 5, 2003 through August 26, 2003. This risk
assessment was conducted during the operational phase of AccuVote-TS life cycle. If major
changes are made to AccuVote-TS after completion of this risk assessment, then the findings of
this assessment should be revisited using the same formal methodology. In addition, the
AccuVote-TS risk assessment should be updated at least every three years or following major
system changes or security incidents in accordance with State of Maryland requirements.

1.2. Purpose

The purpose of this risk assessment report is to describe the results of applying a tested risk
assessment methodology to the AccuVote-TS voting system, as currently implemented at the
State and County levels. This report is intended to be a stand-alone document and contains the
following information:

e A description of the methodology and approach used to conduct the risk assessment.

e A description of the relevant aspects of the AccuVote-TS voting system including
functionality, architecture, connectivity, procedures, and security controls.

o The findings that resulted from performance of the risk assessment. The report includes
the applicable State Board of Elections (SBE) security requirements; description of
security controls; identification of threats, vulnerabilities, threat likelihood; an impact
analysis; and finally recommendations to mitigate the unmet SBE security requirements.

1.3.  Scope

This risk assessment was performed using the methodology documented in National Institute of
Science and Technology (NIST) SP 800-30, Risk Management Guide for Information
Technology Systems, and in the State of Maryland’s Certification and Accreditation Guidelines.
This assessment consists of agency-directed, independent verification of systems, software, and
processes associated with the system. This assessment provides an in-depth analysis of security
controls, including comprehensive personnel interviews, documentation reviews, site surveys,
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and evaluation of the system’s hardware and software. Overall, this assessment measures the
level of assurance that the security controls for the system are correctly implemented and are
effective in their application.

1.4. Document Organization

This Risk Assessment Report is organized as follows:

e Section 1 provides an overview of the AccuVote-TS risk assessment including the
background, purpose, and scope.

e Section 2 provides a summary of the risk assessment results, including possible
mitigation strategies. This section also provides a high-level response to the comments
made in the Rubin Report of July 23, 2003.

e Section 3 documents the methodology and approach used to perform this risk assessment.

e Section 4 provides a description of the AccuVote-TS in terms of functionality,
architecture, connectivity, and procedures with an emphasis on the security features of
the implementation of the AccuVote-TS.

e Section 5 provides the risk assessment findings, including a discussion of SBE security
requirements, threats to the implementation of the AccuVote-TS, likelihood of
exploitation of the threat, vulnerabilities, and mitigation strategies and recommendations
for improving the security posture.

e Appendix A contains a listing of the acronyms used in this report.

e Appendix B contains a matrix of the security statements from the Aviel D. Rubin analysis

~ of some Diebold code entitled, “Analysis of an Electronic Voting System”, dated July 23,
2003. The matrix references the page number from Mr. Rubin’s report, the actual
security statement, the SBE security requirement reference, and any existing controls that
address the statement.

. 'Appendix C contains a listing of interviews conducted by SAIC in the course of this
assessment.

e Appendix D contains a listing of documents reviewed in the course of this risk
assessment.
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2. MAJOR RISKS AND MITIGATION STRATEGIES

During this risk assessment, SAIC has identified several high-risk vulnerabilities that, if
exploited, could have significant impact upon the AccuVote-TS voting system operation. In
addition, successful exploitation of these vulnerabilities could cause damage to the reputation
and interests of the State Board of Elections (SBE) and the Local Boards of Elections (LBE).
Also identified in this risk assessment are numerous Vulnerablhtles with a r1sk rating of medlum
and low Cables : ; ' C- Sasts

W&ﬂ%}&b&h&%—&ﬁd—ﬁﬂg@%&t@d—ﬂﬁﬁg&ﬁﬁgﬁ&%@g&e&

This section provides a summary of the identified high-risk items in Sections 2.1, 2.2, and 2.3.
Section 2.4 provides a summary of the review of the Rubin Report findings. In order to ensure
the integrity of the AccuVote-TS voting system, all of the risks identified within this risk
assessment should be considered. This assessment of the security controls within the AccuVote-
TS voting system is dependent upon the system being isolated from any network connections. If
any of the AccuVote-TS voting system components, as presently configured and architected,
were connected to a network, the risk rating would immediately be raised to high for several of
the identified vulnerabilities within this risk assessment. SAIC recommends that a new risk
assessment be performed prior to the implementation of any major change to the AccuVote-TS
voting system, and at least every three years.

2.1. Management Controls

2.1.1. AccuVote-TS voting system is not compliant with State of Maryland Information
Securlty Policy & Standards

All Information Technology (IT) systems must be compliant with the State of Maryland
Information Security Policy and Standards. The AccuVote-TS voting system does not meet all
of these requirements.

Failure to meet the minimum security requirements set forth in the State of Maryland
Information Security Policy and Standards indicates that the system is vulnerable to exploitation.
Theresults-of a-suceessful-attack-could result-invotingresulis-beingreleased-too-soons-altered;

TSt er-confidenceemb:
maceurate-electionresultsto-the-media-
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SAIC recommends that the SBE and the LBEs implement the mitigation strategies detaﬂed in
this Risk Assessment to bring the AccuVote-TS voting system into compliance with the State of
Maryland Information Security Policy and Standards. To facilitate this compliance, we further
recommend that the State consider the creation of a Chief Information Systems Security Officer
(CISSO) position at SBE. This individual would be responsible for the secure operations of the
AccuVote-TS voting system.

2.1.2. SBE has not ensured the integrity of the AccuVote-TS voting system

The State of Maryland and SBE have begun a process to ensure the integrity of the AccuVote-TS
voting system as evidenced by initiating this Risk Assessment. In addition, the SBE and the
LBE have established procedures for the AccuVote-TS voting system. However, these controls
are neither complete, nor integrated.

We recommend that the SBE and the LBEs immediately implement the mitigation strategies
detailed in this Risk Assessment for all “high” risk ratings. The SBE should create a formal,
documented, complete, and integrated set of policies and procedures. These policies and
procedures should be applied consistently by the LBE in each jurisdiction. In addition, the SBE
should implement an iterative process to ensure that the integrity of the AccuVote-TS voting
system is maintained throughout the life cycle process.

2.1.3. SBE has not created a System Security Plan

Currently, no formal documented System Security Plan exists for the AccuVote-TS voting
system. The purpose of a System Security Plan is to provide an overview of the security
requirements of the system and describe the controls in place or planned.

The absence of this plan could result in security controls have been m1ssed or 1f con51dered
implemented incompletely or incorrectly. Exp! :
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the media:

We recommend that the SBE develop and document a formal System Security Plan. The plan
should be consistent with the State of Maryland Information Security Policy and Standards, Code
of Maryland Regulations (COMAR), Federal Election Commission (FEC) standards, and
industry best practices.
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2.1.4. SBE does not require the secure transmission of election vote totals

The SBE does not requlre encryptlon for the election results transmltted from the local polhng
sites to the LBE Fhes : a-private-pe:
o TE o

We recommend that SBE require the implementation of cryptographic protocols for the
protection of the transmissions. In addition, we recommend a 100% verification of transmitted
results to the PCMCIA cards. Based upon our interviews with the LBEs, the time required to
reload the PCMCIA cards for 100% verification of the transmissions at the LBE would not be
significant.

2.1.5. SBE does not require the review of the computer audit trails

We recommend that SBE document a formal process requiring the review of audit trails at both
the application and operating system levels. In addition, the process should detail which events
should be audited, configuration of the audit trails, and frequency of review. :

2.1.6. The AccuVote-TS voting system training does not include an information security
component

The training materials for the AccuVote-TS voting system do not include an information security
component. The increasing number of threats to IT systems has resulted in the need for security
awareness, training, and education at all levels.

Failure to conduct security awareness, training and education leaves election officials at all levels
potentially unaware of the vulnerabilities and threats to their system. Without this awareness, the
officials may not correctly or completely carry out vital security duties. Since the security of the
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AccuVote-TS system relies on non-technical controls performed by personnel, such as election
judges, this awareness is vital to ensuring the security of the system.

We recommend that SBE document and implement a formal information security awareness,
training, and education program appropriate to each user’s level of access.

2.1.7. SBE does not require a review of security controls after significant modifications are
made to the AccuVote-TS voting system

SBE does not have a formal risk assessment process for reviewing the impact of significant
system modifications to the security controls for the AccuVote-TS voting system. Results from
this risk assessment will serve as a baseline to determine the effectiveness of existing security
controls and to provide recommendations for security deficiencies.

In the absence of a formal process, SBE cannot ensure that the security controls remain effective.
Any system change could affect the level of risk to the system. Even without system changes,
the changing technology and environment that surround the system can cause the risk profile to
be significantly altered.

We recommend that all system modifications be reviewed through a formal, documented change
control process to ensure that the changes do not negate any security controls that are currently in
place. In addition, a risk assessment should be performed any time a major system modification
is performed, or at least every three years regardless of change status.

2.1.8. Centrols-arenot-implemented-to-deteet-Unauthorized transaction attempts by
authorized and/or unauthorized users

Since a threat source is more likely to exploit a system if the evidence of his/her actions cannot
be gathered or will go undetected, failure to have controls for detection increases the likelihood
of system attacks, and consequently, of system compromise.

We recommend that a formal, documented process be implemented to detect unauthorized

transaction attempts by authorized or unauthorlzed USers. ThlS process would mclude the rev1ew
of audit logs cited in paragraph 2.1.5 ;-but-¢ ;
éeteet&e&a—%%emﬁaea—the{%hMS—%ewe 5

Tk M&M&se%%i&e—%%—he&dqum
in-paragraph-2-2-2;23-1-2-32-and-2:33
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2.1.9. No documentation currently exists regarding appropriate access controls to the
AccuVote-TS voting system

There is no documentation that identifies the process for maintaining appropriate access controls
to the AccuVote-TS voting system. Without proper documentation, the consistent
implementation of security controls cannot be verified or validated.

We recommend that a formal, documented set of procedures be implemented that describe how
the general support system identifies access to the system, specifically, unique identification,
correlatlon of user actions, malntenance of user IDs and 1nact1ve user IDs Iﬁ—aédmeﬁ——we

2.2. Operational Controls

2.2.1. SBE relies upon Diebold (the AccuVote-TS vendor) to load the version of software
certified by the Independent Test Authority (ITA)

The SBE is required to ensure that the implemented software version and firmware version of the
AccuVote-TS is the one certified by the ITA. The SBE relies upon Diebold to load the certified
versions, therefore Diebold could load uncertified versions. Diebold has a contractual obligation
to load only the ITA—certlﬁed Versmns but controls are not in place to ensure that th1s occurs.

We recommend that SBE establish and implement procedures to verify that the ITA certified
version of software and firmware is loaded prior to production implementation.

2.2.2. SBE GEMS server is connected to the SBE intranet
The current security controls employed for the AccuVote-TS voting system require that the

system not be connected to any network. The Direct Recording Equipment (DRE) voting
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terminals themselves are not connected to any network. However, the SBE Global Election
Management System (GEMS) server is connected to the SBE intranet, which has access to the
Intemet In addition, the server contams some M1crosoft Ofﬁce products not required for the

: BE GEMS < H
%@Es%eaé&et—pree%m&é—&eg&eaﬁé-/&ee&rac—y—éL&Ar}-tesﬁﬁwpneHe—elec—tms—

%WW%WMW@%HW%%@%&M

We recommend that the SBE GEMS server be immediately removed from any network
connections. The server should be rebuilt from trusted media to assure and validate that the

We recommend that SBE discontinues the use of an FTP server to distribute the approved
ballots.

2.3. Technical Controls

2.3.1. Audit logs are not configured properly, and are not reviewed

Failure to properly log, and to review those logs makes it significantly more likely that an
intruder’s actions will not be detected. Assurance of non-detection may encourage a possible
intruder to attempt a penetration of the system.

We recommend that the Windews-2000-operating system be configured to audit all security
events and the log size should be set to an appropriate size. We also recommend that the event
logs be reviewed on a regular basis.
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2.3.2. GEMS server configuration is not compliant with State of Maryland Information
Security Policy & Standards for identification and authentication

We recommend that the GEMS servers be configured to comply with the State of Maryland
Information Security Policy and Standards for identification and authentication. The State of
Maryland Informatlon Security Pohcy and Standards requlre each user to have a umque user D

2.4. Review of Rubin Report

In the course of this risk assessment, we reviewed the statements that were made by Aviel. D.
Rubin, professor at Johns Hopkins University, in his report dated July 23, 2003. While many of
the statements made by Mr. Rubin were technically correct, it is clear that Mr. Rubin did not
have a complete understanding of the State of Maryland’s implementation of the AccuVote-TS
voting system, and the election process controls in general. It must be noted that Mr. Rubin
states this fact several times in his report and he further identifies the assumptions that he used to
reach his conclusions.
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In general, most of Mr. Rubin’s findings are not relevant to the State of Maryland’
implementation of the AccuVote-TS system because the voting terminals are not connected to a
network. In addition, LBE procedures and the openness of the DRE voting booth mitigate a
large portion of his remaining findings.

We do concur with Mr. Rubin’s assessment that if the AccuVote-TS voting system were
connected to a network that several high-risk vulnerabilities would be introduced. We also
concur with Mr. Rubin’s assessment that transmissions of data are not encrypted in transit, and
we have recommended that this be rectified.

The State of Maryland procedural controls and general voting environment reduce or eliminate
many of the vulnerabilities identified in the Rubin report. However, these controls, while
sufficient to help mitigate the weaknesses identified in the July 23 report, do not, in many cases
meet the standard of best practice or the State of Maryland Security Policy.

2.5.  Overall Risk Rating

The system, as implemented in policy, procedure, and technology, is at high risk of compromise.
Application of the listed mitigations will reduce the risk to the system. Any computerized voting
system implemented using the present set of policies and procedures would require these same
mitigations.
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3.

RISK ASSESSMENT METHODOLOGY AND APPROACH

The following sections document the nine-step risk assessment methodology, in accordance with
NIST SP 800-30, Risk Management Guide for Information Technology Systems, and in the State
of Maryland’s Certification and Accreditation Guidelines, that was used as the basis for this Risk
Assessment report. Additionally, the approach takes into account a combination of assumptions
regarding the security controls within State of Maryland that have an impact on the security of
the AccuVote-TS voting system.

3.1.

Assumptions

This Risk Assessment report and its findings are based on the following assumptions:

The system risks discussed in this report are based on the AccuVote-TS functional
description. Changes to data flow, data control, data storage, software configuration,
hardware configuration, networking, or system interfaces could significantly alter system
risks. '

The opinions and recommendations contained in this Report are dependant on the
accuracy, completeness and correctness of the data, specifications, documents and other
information provided by the State of Maryland, whether provided in writing or orally.

The equipment, documentation, and materials deployed for use by the State of Maryland
will have the same configuration as that provided to SAIC for this examination.

Based on customer direction and time constraints, this Risk Assessment 1s limited to the
examination of human threat sources; natural and environmental threats are outside of the

scope of examination.

The process for the initial ballot creation, which occurs prior to entering into GEMS, is
outside of the scope of this examination.

The process for determining voter eligibility is outside of the scope of this examination.
This risk assessment did not assess previous elections or implementations of this system.

The Independent Testing Authority (ITA) complies with the standards set forth by the
Federal Election Commission (FEC) for voting system evaluation and certification.

The processes and procedures used by the Counties reviewed for conducting elections
using the AccuVote-TS are representative of the overall process.

This Risk Assessment Report captures threats, vulnerabilities, risks and suggested

mitigation strategies as they exist at the publication of this report. Changes in technology
could significantly alter the system’s security, even if the system itself does not change.
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» SAIC cannot guarantee or assure that risks, vulnerabilities and threats other than those
addressed in this report will not occur nor can we guarantee or assure that, even if the
State of Maryland implements the recommendations we have proposed, the State’s
business, facilities, computer networks and systems, software, computer hardware and
other tangible equipment and assets will not be compromised, damaged or destroyed.

3.2. Methodology and Approach

The SAIC team, consisting of staff with expertise in management, operational and technical
information technology (IT) security, conducted the risk assessment of the AccuVote-TS voting
system. The SAIC team applied the nine-step risk assessment methodology, as depicted in Figure
3-1, to perform the risk assessment.

= Estabiish the system bounds « Identify threat sources * Identify weaknesses * Security requirements vs.
« Determine application > Human »  Technical set;umy G“OAHV'JIS
functions, users, architacture, »  Non-technical anagement

¢ L i > Operational
security architecture, « Consider interconnections > Tfmni;';

interfaces, facilities, operating
environment

Determine applicable security
policies and requirements

« Combine Steps 1 « Develop strategies * Combine Impact « Criticality of the System in « Likelihood specific
through 8 to produce that are effective, Analysis with supporting SBE mission vulnerability will be
Risk Assessment practical, have Likelihood of threat = Impact on mission of exercised by
report reasonable cost and * Rate risk for each threat-source exercising particular threat-

ease of - threat-source/ vulnerability source
impiementation vulnerability pair * impact as loss or

degredation of Integrity,
Availability, Confidentiality,
Accountability, Assurance

Figure 3-1: Risk Assessment Methodology and Approach

The following sections define the nine-step methodology used to complete the risk assessment
for the AccuVote-TS.

3.2.1. Step 1: Characterize the AccuVote-TS Voting System

Step 1 consists of defining the System for the risk assessment. During this step the key system
elements, such as hardware, software, system interfaces, data and information, personnel actions,
and the mission of the AccuVote-TS voting system, are reviewed. The application boundaries,
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application criticality, data sensitivity, and functional systems description are developed from the
examination of the specific components as described below.

Establish System Bounds. System bounds establish the scope of the risk assessment. Clearly
defined security boundaries of the system are established and approved by the State of Maryland.
Within the established security boundaries, security domains are determined based on system
functionality and purpose.

Determine Application Functions, Users, Architecture, Security Architecture, Interfaces, and
Operating Environment. The system’s function is determined and essential elements are
identified during this step. Network diagrams and architectural drawings were provided to the
risk assessment team.

Determine Applicable Security Policies and Requirements. Applicable security policies and
requirements, in addition to any existing policies, procedures, or standards that affect AccuVote-
TS security must be determined during this process. Results of previous risk assessments, audits,
and certifications, and application related documentation are collected and reviewed by the SAIC
risk assessment team in concert with State and County representatives.

3.2.2. Step 2: Perform Threat Identification

Step 2 consists of determining the threats posed to the AccuVote-TS voting system. Key
elements, such as previous attacks on the AccuVote-TS and data from IT security-related
organizations, will be examined for applicability to the AccuVote-TS.

Identify Threat Sources. Human threats to the AccuVote-TS voting system will be identified and
documented by the SAIC team.

3.2.3. Step 3: Perform Vulnerability Identification

In Step 3, the vulnerabilities of the system will be examined and identified. Results from prior
audits, tests, inspections, and an examination of the current state of the AccuVote-TS voting
system are used to determine existing weaknesses as described below.

Identify Weaknesses. A comprehensive review of the security configurations, pdlicy standards,
procedures, and degree of compliance of both technical and non-technical requirements will
determine areas where the AccuVote-TS voting system is vulnerable.

Consider Interconnections. In addition to identifying weaknesses in the above, external entities
and their connectivity to the AccuVote-TS voting system will be reviewed.

3.2.4. Step 4: Perform Controls Analysis

This step examines the security controls and mechanisms for the AccuVote-TS voting system as
currently implemented. Controls analysis involves examining the system security requirements
and the security controls employed by the system.
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Security Requirements versus Security Controls. The management, operational, and technical
controls are examined to determine the degree of compliance with established security
requirements and the degree of protection to data confidentiality, integrity, and availability.

Consider Controls Employed by the AccuVote-TS voting system. Security controls and
mechanisms for the AccuVote-TS voting system are checked systematically against applicable
security requirements. Table 5.8 presents the requirements matrix, identifies AccuVote-TS
voting system compliance, and presents a rationale for the compliance/non-compliance rating.

3.2.5. Step 5: Determine Threat Likelihood

This step is based on the results of the threat identified in Step 2, and includes examination of
that threat against each vulnerability to arrive at a likelihood rating of High, Medium, or Low.

Likelihood Specific Vulnerability will be Exercised by Particular Threat. The threat sources
identified in Step 2 are examined against the nature of the threat and the security controls in
place to counter the threat. In the case of the human threat, motivation and capabilities are taken
into account as well.

3.2.6. Step 6: Perform Impact Analysis

Step 6 is used to determine the probable result of a successful exploitation of a vulnerability or
weakness by a threat. This risk assessment is used to determine impact on the AccuVote-TS
voting system if vulnerabilities are successfully exploited. The process used to evaluate the
impact of a successful exploitation of a given vulnerability is discussed below.

Criticality of the AccuVote-TS voting system in Supporting State of Maryland Mission. The
critically of the AccuVote-TS voting system to the State of Maryland mission is viewed in the
scope of a successful exploitation attempt.

Impact on Mission of Threat source Exercising Vulnerability. The probable impact of a
successful exploitation of the AccuVote-TS voting system is determined in this sub-step.

Impact as Loss or Degradation of Integrity, Availability, Confidentiality, Accountability, or
Assurance. The effects on the AccuVote-TS voting system of the successful exploitation of a
vulnerability is analyzed as to its effectiveness in modification/destruction of data, loss of
service, loss of public trust, or embarrassment to the State of Maryland. -

3.2.7. Step 7: Determine Level of Risk

Step 7 provides a total risk rating for each vulnerability by combining the results of the Impact
Analysis established in step 6 with Likelihood of Threat established in step 5. The combination
of the impact analysis and the threat likelihood versus the security controls in place is applied to
a risk-level matrix to determine the resultant risk-level.

Rate Risk of each Threat-Source/Vulnerability Pair. Each Threat-Source/Vulnerability is
assigned a rating of High, Medium, or Low.

14 ‘ OFFICIAL USE ONLY



SAIC-6099-2003-261
September 2, 2003
Diebold AccuVote-TS Voting System and Processes Risk Assessment. docD+eb91d—Aseu¥ete—IS—Vetmg$ystem-and

3.2.8. Step 8: Develop Risk Mitigation Strategies
Step 8 seeks to provide solutions to the risks identified and quantified in the previous step.

Develop Risk Mitigation Strategies that Are Effective, Practical, Have Reasonable Cost and
Ease of Implementation. Countermeasures or risk-mitigation strategies are developed. When
several strategies are apparent, they are categorized from most effective, least cost, and easiest
implementation.

3.2.9. Step 9: Document Results

The objective of step 9 is to Combine Steps 1 through & to Produce a Final Risk Assessment
Report. The results of steps 1 through 8 are combined into a comprehensive report.
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4. ACCUVOTE-TS CHARACTERIZATION, STEP 1

This section describes the AccuVote-TS voting system as required in Step 1 of the NIST SP 800-
30, Risk Management Guide for Information Technology Systems and in the State of Maryland’s
Certification and Accreditation Guidelines.

4.1. Functional Description of the AccuVote-TS

The State of Maryland is implementing a statewide electronic voting system, Diebold’s
AccuVote-TS. SBE’s Mission Statement includes:

“...to standardize voting in the State on an electronic voting system while providing increased
accessibility to the process for the State’s voting populace.”

The statewide implementation will standardize voting processes for 24 jurisdictions. The
implementation is broken into three phases with estimated completion of third phase being 2006.

Purpose and function of the AccuVote-TS voting system:
e Generate electronic ballofs;
e Permit voters to view and cast their votes electronically;
e Record, store, and report vote totals; and

e Provide accurate electronic audit trails to ensure integrity of the AccuVote-TS voting
system. '

Figure 4-1 is a high-level diagram showing the infrastructure and connectivity for the AccuVote-
TS application.
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point-to-
point
connection

Voting Server Voting Server

Figure 4-1: AccuVote-TS High-Level Infrastructure and Connectivity
4.2. AccuVote-TS System and Interfaces

The Diebold AccuVote-TS voting system consists of two components, the GEMS voting server
and the DRE (Direct Record Entry) or voting terminal.

system. The currently used version of the AccuVote-TS software is 4:3-1-5;-and-is-written in the
C++ language. The components of the system include: a touch screen, used by voters for
entering votes; an active memory component which stores the operating system, ballot
information and a temporary record of the votes; a PCMCIA flash memory card which also
stores the votes cast (this card is contained in a locked compartment on the DRE device, but is
removed for vote tallying); And an internal ribbon printer. The system also has an optional
audio component, which can be activated to support the visually impaired. Each of the systems
is able to support a modem. ‘

The voting terminal is an embedded device running Microsoft Windows GE-3-6-as its operating .

71

with-Service-Pack3-The GEMS voting server contains the GEMS software, which is used to
communicate with the voting terminals for loading ballots and transferring the voting results.

The currently used version of the GEMS software is4-148-48-and-is also written in C++. The |
components of the system include the server, a keyboard, mouse and monitor. The server can be
connected to a modem bank to receive voting information from the precincts. Each LBE has two
GEMS voting servers, a primary and a back-up. The LBE voting server and terminal are
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connected to a non-public network during the ballot loading process. The only other instance

when the LBE GEMS voting server and terminal are connected is during the results collection or

canvassmg stage A%—&ha%—&me-{he EBE@MS—V@BH@%P%P&H&%@HH}&&M%@b%MﬁEW
; tor—All other times, the voting terminal operates in a stand-alone

M%&@WMWH&MWM—%W%&MMW%S

e
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4.3. System Users

This subsection identifies the types of users that are authorized to use the AccuVote-TS system.
4.3.1. Internal Users

Internal privileged users of the AccuVote-TS system are required to logon to the GEMS voting
server to perform operations to the ballot or to communicate with the voting terminals. The
accounts are password protected, but the accounts are shared among users, which does not
provide accountability. '

Internal privileged users, such as election judges, have direct access to the DRE voting terminals.
The election judge has a supervisor smartcard, which is used to start and close elections. Starting -
and closing elections requires the use of the supervisor smartcard, and a PIN number.

4.3.2. External Users

External users have direct access only to the DRE voting terminals, and are limited to eligible
voters. The eligible voter is given a one-time use smartcard by the election official to enable the
voter to vote. Once their ballot has been cast, the smartcard is disabled until it is re-enabled for
use by a new voter by the election official. The smartcards do not contain any sensitive data.

The voting process is as follows. The local election officials verify a voter’s eligibility to vote.
Once confirmed as an eligible voter, the local election judges have the voter verify the
information on his or her Voter Authority Card (VAC), make necessary changes, sign the VAC
and instruct the voter on taking the signed VAC to the next step in the voting process. The VAC
card is a paper card that contains information about the voter. These VAC cards are used to
verify the vote totals at the conclusion of the election against the vote totals stored in the DRE
memory.
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The next step in the voting process is for the voter to present his or her VAC to the election
official responsible for the DRE voting terminal. The election official takes the voter’s VAC and
activates a DRE Voter Access Card smartcard for that voter. The election official places the
voter’s VAC in the envelope associated with the DRE terminal and permits the voter to insert the
DRE Voter Access Card smartcard into the DRE to vote.

4.3.3. Special Processing IDs

There are no special processing IDs for the AccuVote-TS system.
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However-these-policies-and-procedures-are-peither
7 X ‘ tion. 4

o A '
See"“’“y. and technical training: "““!g' p'ﬁ“ des | Fhe E’a”"“g ma te; '3:5 for .ﬁ’? AooVote~FSvoting

annually-but-should-be-an-on-geing-effortwith-a
daily-impact-{security-reminder-posters;-security
warning-banners,-system-broadeastmessages;

ele:):

component:
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also-draw-onreviews-of-system-and-network
confi . I . oot ¢

o . s
Incident-response-capability:-This-contrel-covers | The-SBEncident-Management-RPlan-provides-a

‘ ; | |  aotion.t l G |
event-an-adverse-action-istaken-againstthe {o-incidents—Howeover-there-is-no-decumentation
code-infection-user-abuse-of privileges): , unautherized-tfransaction-atitempts-by-autherized

and/or-unauthorized-users—Therefore-the
application-of-security-contrels-may-be-applied
inconsistently-incorrectiy-er-incompletely.

Continuity of support-This-conirol-provides-for The-SBE-Disaster-Recovery-and-lncident

the—e@nim ued-operation-or- recovery—af-eperah@ns Management-Plan-provides-a-plan-of-action-for
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5.3.2.Operational-Contrels-Analysis

investigation:-This-contrel-is-intended-to-provide-a
means-of-assurance-that-sil-employees-and
sontracted-personnel-meeta-minimurmevel-efHtrust
and-integriby

Perisdic-review-of-security-contreis+-The

. o h ‘4
security-conirols-and-mechanisme-that-protest
system-availability,-integrity,-and-confidentiality;
such-as-self-assessments;-vulnerability-seanning;
and-penetration-testing.

Fhis-risk-assossmentis-thefirst-formal-processfo
oo ity controls. Results f this ris]
assessmentwill-serve-as-a-baseline-io-determine
the-effectiveness-of-existing-security-conlrols-and-fo
provide-recommendation-for-security-deficiencies:

Intrusion-detection:
{iD8)-are-generally-seftware-based-produsts-that
provide-real-time-of-pear-real-ime-indications-that
an-attackis-cecuring-on-the-system--{DS-can-be
either-host-based-{menitoring-individual-computers)
er-netwerk—based—émeaﬁemg—mumple—eemputers

are-not-connected-to-a-network-with-the-exception

The-components-of-the-AcsuVete-TS-voting system

of-the-SBE-GEMS-server-1D8-is-not-implemented
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Cormmunications:-Communications-conitols-are
these-established-dto-prevent-or-deterunauthorized
users{rom-accessing-the-system-such-as-the
L | | bl P
.' . . - -
E’d. elllesses ;a'“““"]* lsal;lleusl Es”t'fls. He-4h sas;agly
heading-

l . | evailabliby of oot .

Fasility-Protestion-Fagcility- protestion-provides-for

thephysical-protection-of-the-location-housing-the
T-system-equipment-and-personnek

With 4 G f the GEMS
and-the-BDREs-are-heused-in-appropriately secure
looations both-duri | after oloct Ty

SEMS-server-is-located-in-open-space-

Media-accesslabelingdistribution;-and
disposal-These-conbrols-are-forthe-protection-of
sensitive-information-both-on-electronic-media-{tape
or-disk)-and-hardcopy-material--Rhysical-protestion
agamsmasual v;ewmg %abelmgw;tbrdata

Each-LBE-Election-Judge-Manual-has-procedures
approved-by-the-SBE-periaining-to-the-assembling;
{ranspert-and-controls-associated-with-the
Acswote-T8-veoling-system-components-and
outpuis.
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5.3.3. Technieal-Controls-Anabysis

and-information:

access-fo-the- DREs—However-for-the GEMS

, : st
SCFVEFS system-aceaunt IDe-with-admi
gu,nieg. es-ars shared-and-the-passwords-are '.I'et
eempi'nant ,,;'g, the-State-of hla-mand I'l.“.s”',‘alt'e”
GEMS-server-does-netlock-the-user-accounts-after
a-peried-of-inactivity-and-it-allows-unlimited
password-guessing.

are-those-rights,-privileges;-and-permissions
granted-te-avthorized-users—\While-1&A-establishes
legitimacy-fo-use-the-system;-logical-access
co N ) .

Moters-are-restricted-to-proper-access-on-the
PREs—At-he-GEMS-server-access-is-restricteddo
administrator-accounts—However-as-noted-above
administralor-lDs-are-shared-and-are-ngt

associated-to-a-specificindividuak

Maintenance-of system-integrity-and
availability-System-maintenance-during-the-life

and-controls-to-protest-data-integribyr-and
availabilit-These-controls-accountfor-additional
devices-and-software-such-as-firewalls-and-1B&

systems:

ensure-that-COMAR-is-adhered-to-for-voling
system-integrity-
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54:Step-5—Likelihood Definition

Table-5-4+ Likelihood-Definition
kikelihoodl-evel Likelihood-Definition
HIGH The-threat-source-is-highly-motivated-and-sufficlently-capable,-and-controls-te
prevent-the-vulnerablility-from-being-exercised-ars-ineffestive-
MEDIUM The-threat-source-is-motivated-and-capable;-bul-contrels-are-in-place-that-may

impede-successiul-exercise-of the-vulnerability-

Fhe-threat-souw Fee- lacks-metivation-oF- Gapabfl ltyrec-ussntr@is—a re-in-place-to- mevent
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HIGH ; e AU ;
Exercise-ofthevulnerability-{1}-may-resuit-in-the-cestiy-loss-of
MEDIUM WWWWWBWM@%@M
human-injurys
Exercise-of-the-vulnerability (H-may-resultin-the loss-of some-tangible
LOW assets—e%searees—ep@)—may—neﬁeeab&&aﬁeei—a#wrgamz%en—s
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-Results

Table5-8-below-depicts-the-detailedresults-of the Risk-Assessment process—Each-State-of

y
N

B Fw Lo R E G SR W,

Mapagement-controls-address-core-or-fundamental-prneiples-that-are-inherent-in-the protection

v S "
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M-4- SBE-will-ensure-that-the-voling Each-LBE- performs-Logic-and-Accuraecy
election-equipment-will-be meﬂ_nm vmm@zw shipping-the voting
dependable:

M-2 Systems-security-shall-meetall
Maryland-Sysiem-Security
policy-and-standards.

Kmﬁ%wﬁ.@m@%@:ﬁﬁm
Standards-inorderio-ensure-the
sonfidentiality-integrity-and-availability
of-the-system-

The-system-dees-notmest-all-Maryland
Information-Seeurity-Policy-and
Standards-as-detailed-in-the-analysis-of
{he-bassline-security-requirements:

Likelhood: HIGH

Fhere-are-highly-metivated-and-capable
threat-sources-thatmay-wish-te-alter

SAIC-6099-2003-261
September 2, 2003

mmrmﬁmmﬁmbﬁwmhmr{m«ma.ﬁ%rmﬁmﬁ
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identified-many-high-risk-vulnerabilities
with-ineffective-sesurity-controls:

slostronic-voling e m.m_m._:m_;
m"mmm:wmu_mm mm_a_mm__.ﬁ_m. m__m
through-the-Standards:

upgrades;-patches-ete- E_M_ need-to-ge
threugh-the-same-testing process-before
being-implemented.

M-8

SBE-will-ensure-the-integrity-of
the-veling-system-{i.e:
processes;-procedures;-and
technologyy:

- 5BE-does-net-ensure-the-integrity-of
the-veting-system;-then-the-resulis-of-an
election-may-not-be-accurate-and-the
voters-righis-may-be-vielated-:

Hi
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The-State-of- Maryland-should-implement
the-recommendations-as-defailed-in-the

following-mitigation-strategies-asseciated
éw@r‘..mmm3..<cf@ﬂmgr.?.wa.wmr.mmm,..i..ﬁmgm

The-Stateof Maryland-has-begunthe @Qwﬁ%&%ﬁm@fmumﬂmmmmﬁ@%mﬁm
process-io-ensure-the-integrity of the thatthe-integrity-of the-voling-systems
voting-system-as-evidenced-by-this-risk maintained-throughout-the life-cyele
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assessment.—Iin-additio E-and-l ProGess:
have-established-procedures- amm_@nma..g
ensure-the integrity-of the-voling-system-
However-these-controls-are-neither

complete-ner-integrated:

M-7

future-evaluations-or-tests-of establish-a-baseline-for-future
elestronic-voling-system-and evaluations-or-tests-of-clectronic-veting
processes;-such-as-acceplance system-and-processesA-risk
esting-er-state-review-after assessment-had-net-been-conducted
medifications-have-been-made: prier-to-this-risk-assessment:
To-snsure-vole-accurasy-SBE The-State-ef-Maryland-has-implemented

will-ensure-that-all-systems
record-the-election-contests;

a- mammmm,a ensure-that GOMAR
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as-defined-by-election-officials: system-and-all-veling-units-and
accessible-veting-equipment-shall-be
completely-tested-io-ensure-thatthey-will
accurately-count-the volescastinall
contests:

M-8 To-ensure-vole-aesurasy;-SBE M The-State-of Mandand-has-implemented

accessible-voting-equipment-shall-be
completely-tested-to-ensure-that-they-wil
aceurately-count-the-vetes-cast-in-all
contests:

M-10 SBE-will-ensure-that-ballets M The-State-Board-of-Elections-is-the-final
have-been-properly-prepared authority-to-confirm-ballot-accuracy-Each
and-installed. of-the-1.BEs-verifies-that-the-certified
ballet-is-indeed-accurate-and-includes-all
of-the ballot styles in-the election; ballet
artwork-andlanguages:
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,9. vote-recerding-and-data
processing-equipment;-preeinst
count-eqguipment-and-central
count-equipment-are-properly
prepared-foran-election-and
oot data i
: ; G .

recerding-and-data-processing
equipm m:ﬂ,...mﬂmmﬁmvm@%«m@cﬁﬁmn#

v Likelihood: LOW

Fhe-LBEs-have-established-loeal
procedures.-These-conirels-significantly
impede-the-exploitation-of-the
vilnerability.

Impact:- MEDILUM

A-successiul-attack-may-violate
confidentiality,-integrity,-andler
mém?%%«mﬂmﬁimmmmg
delayi
damaging-its-reputation-or-interests:

SAIC-6099-2003-261
September 2, 2003

following-mitigation- mwﬁmwma*mwwmwoo*mﬁma .
with-each-vuinerability-identified-in-Table
5.8-in-addition-the-State should
consolidate-and-distribute-standards-and

the LBEs-do-not-followprogesses
developed-and promulgated-by-SBE;
then-security-conirols-may-be-applied

in-the-fulure-SBE-should-document

progedures-and-distribute-the-procedures
to-allofthe LBEs in-order-to-achieve
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incensistertly-and-the-confidentiality;
integrity;-and-aval mw_r%;ow the-system

Bm#%@mmﬁamfommfgg
election-officials-and-tachnicians-

Impact:- MEDIUM

and-integriby-of the election-process-may
be-compromised-ermay-resull-in-a
violation-of-software-licenses-theft,-and
unadtherized-use.

M-13

SBE-employees-and-election
otficials-must-have-professionsl
integriby-and-be-obligated-to
suppoert-the-ethics-programs-at
SBE:

mm@Mm#m@%,.ma;m‘_m@n%x.rmiméﬂ
Maryland-article-2-101{d}-and-2-103({¢}
state-that-the-SBE-and- w_m%@?@%@m

36
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M-34
out-program-respensibilities:

M-15 Key-duties-and-responsibilities M Registration-and-Election Laws-of
in-autherizing, processing; Mearyland;-The-GCode-of-Maryland
recording,-and-reviewing-voling Regulations;-Election-Judge-manuals
fransactions-and-processes and-the-Precedures-for-Official-Canvass:
sheuld-be-separated-ameng Verification-and-Pest-Election-Audit
individuals. describe-and-define-and-separales-the

key-duties-and responsibilifies-in
Zing, g ling-and

M-8 SBE-should-exercise M Registration-and-Election-taws-of
appropriate-oversight-to-easure MarylandThe Code-of Maryland
individuals do-not-exceed-or Regulatiens,-and-ElectionJudge
abuse-their-assigned mantals-provide-appropriate-oversight i

thoritios. ndividuals o w

M-17

M-18 Votes-should-be-promptly M Votes-are-promptlyrecorded;-classified
ropmmudasd nveavnaehs salosmedfiasd - vl mommoms b sd $ne o Admeamibnonel o dha s
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recorded;-properly-classified

and-acecounted-forin-order-
P mmw._m. re E:mw _W___ SROF ,m_ .

{o

and-aceounted-for-as-deseribed-in-
Registration-and-Election-Laws-of
manuals-and-the Procedures-for-Official

documeniationthatis-clear-butnot
Likelihood: LOW

available-documentation-may-result-in

error-by-election-officials-and-technicians.

mpactLOW

#-thevulnerability-is-exploited-the-validity
and-integrity-ef-the-election-process-may

be-compromised:

This-risk-assessmentand-the Risks;
lssues-Systems-Incidenis-and Changes
{RISCHRian-enable-SBE{o-svaluate-and

38
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reported-audit-and-other dete

findingsy-and-related knewn-deficiencies-and-etherfindings
M-21
M-22
M-23

including:
HRisk-and-lssue-descriptions
E8ystem-Investigation-Reguests-{SIR)
,mﬁrm_zw?mmm,m.@.mﬂmw..ﬂ. CR)-and

HRisk-and-lssue-repeorts
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should-be-commensurate-with and-reselvingissues-and-riskst
. o ( | artifact duced-dus

LGhange-Requests-{CR)-and

HRisk-and-lssue-reports

M-25 Gorrective-action-plans-should M The-State-of Maryland-RISE-plan
be-developed-for-all-material provides-the-framewerk-for-identifying
weaknesses,-and-progress and-reselving-issues-and-risks-It
against-plans-should-be addresses-all-artifacts-produced-during
periodically-assessed-and the-issue-and-risk-management
reported-to-SBE-management: - ing-
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individuals-with
access-to-the-system- .

M-27 The-SBE-securily-planning-shall Currently;-the-electrenic-veting-system-is
include-appropriate-limits-on notconnectedto-any-othersystem:with
interconnectons-to-other the-exceptionof-the SBE-GEMS-server:
systems: i@@@%@%«%m%xm

M-28

M-29

M-30

them-access-to-the-system.

them-access-to-the-systerm-thenthe
seeurity-controls-may-be-applied
incopsistently-er-circumvenied-and-the
oesmmmngm_n% 58@1? m:a_m,\_m:mg.mq

The-8BE-has training-for-all-of the
m_mmwgmm@wmlm«wf%«xmﬂm}mﬁm

s-training-does

¥

MEDIUM

SAIC-6099-2003-261
mmcﬁmaumﬂ 2, 2003

the-rules-of- behavier-and-their

responsibiliies-in-protecting-the
organization’s-missien—This-training
sheuld-include-infermation-abeut-threats;
vilnerabilities-and-risks-to-the-veting
system:
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not-adequately-address-security-issues:
Likelihood: MEDIUM
Without . inina 4

M-34 Hrm@@%&%ﬁgé } i . B %Mmm.wmmth&rm*mmxﬁmh@mm&“ﬁ. } } S MEDIUM | Training-should-be-establishedfer .( } .

receive-fraining-in-the-operation-and
management-of-the-AccuMote-Touch
Sereen-{AVES)-AceuVele-Optical-Sean
{ANVOS}-units,-and-Global-Election
Management System-{GEMS)-software-

Many-of the LBEs-have developed-their
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SBCUFy-issUBs:

Persennel-who-are-autherized-to-bypass
{echnical-and-operational-seeourity
controls-do-netcurrently-go-through-a
veiting-process-belfore-being-place-into-a
pesition-of-frust:

SBE and-BE-have-implemented
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conlrols-to-mitigate-this-risk-including:

controls-do-pet-currently-go-through-a
vetting-process-before-being- mmmom inte-a
position-of-frust:

SBE-and-L.BE-have-implemented
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conirols-to-mitigate-this-risk-including:

HTwo-persen-rule

operations

HEnsure-that-appropriate-advance
measures-have-been-iakenio
provide-for-the-recovery-of-business
operations-in-an-seceptable-period-of
time
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provide-a-replacement-for-them
within-an-acceptable-period-of time

riate-intermaland
oxd | eation.d

sesurity-products-and
techniques-are-apprepriately
used-within-the-system:

products-and-technigues-are
appropriaiely-used-within-the-system;
then-funds-may-be-spent-for-security
controls-that-are-net-commensurate-with
the-risk-funds-may-be-depleted-and-not
available for-cost-effective-seeurity
trols._and-t} . iality. |

MEDIUM
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products-and-technigues-ars-appropriatel
used-in-the-system-throughout-the-systers
lifesyele:
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COMpromised:

SBE-has-noet-ensured-that mamvmmmﬁzm
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availability-of- Emrmwmﬁm% may-be
compromised:

2%@%: the-electronic- <®:3m m«mﬂma

SEVer- a@%@ﬁ mcﬁm:% rm<m BRY
connections-with-othersystems,-SBE
should-have-a-process-forrequiring
managementapproval priorforsystem

intarnmannacticne

agencies-within-established
beundaries;

ZReles;-Respensibilities-and-Points
of o@%moﬁ for. Bmsm@mnymmm
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intercennections:

There-are-currenihy-no-copnections-with
othersystems-with-the-exceplion-efbe
SBE GEMS-server—Formal

; conn .. : ide-bot

M-39 Where-system-interconnestion The-system-does-not-have-any
is-authotized,controls shall-be authorized-interconnections:
established-and-documented-in

v . . |

M-40

SAIC-6099-2003-261
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LRegular-audits-and-security-reviews)
including-provisiens-for
penetration-testing;

EMinimum-Availability.and-Service
Level-expectations;

Penalties-and-nen-compliance:

OFFICIAL USE ONLY



SAIC-6099-2003-261
movwma_cm_,m 2003

Diebold AccuVote-TS Voting System and Processes Risk Assessment.docBiebsld-Acctote-TS VMeting System-and-Processe Fen _

of-the-system-may-be-compromised- effectivensss-of-exis 5@ seurity- contrels
and-provide-recommendations:

SBE-does-not-reguire-a-review-of

. A Conti b rich
least-every three-years-orwhenever-major
changes-eceurthroughout alt-phases-of
M-41 Implement-cryplographicprotescelsfer-the

: hile it is ¢ _ hard
link-layer-encryption-{enerypting-modems
using-3DES-or-better encryption)-of

oﬂr@hmﬁ%m*m@é@ﬁ@%&. application-layer-encryption{Secure
Sockets-Layer[SSL} - TransportLayer

SBE-does-not-employ-eryptography-for Security-{TL8}-ete:):

data-in-transit—Grypltography-weuld

greatly-reduce-the-chance-of data-being

viewed-by-unauthorized-seurces-if-it-were

intercepted-during-tfransmission:

GH

Although-the-data-is-trapsmitted-gvera

private-pointio-peintnetwerk,-neo

cryptography-is-used-fo-epsure-the
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integrity-and-confidentiality-of-the-data
being-passed-:

Sesurity-Program-Manager
{and-support-staff}-should-direct
the-organization’s-day-to-day
management-of-its-compuler

security-program:

M-42

M-43 Fhe-SBE security-planning The-SBE Disaster Recovery-and-incident
incident-handling-reguires-net Management-Plap-outlines
onby-the-capability-toreactto communication-procedures-that-ensure
alert-and disseminate-the recovery-team-personnebhave-aceurate
iormation-to-the-appropriate and-Himely-information.
persennsk

M-44 The-designated-Computer {the-designated-Gemputer-Seeurity

Program-Mapager-and-support-staff-deo
not-direct-the-organization’s-day-te-day
management-of the-computer-seecurity
programs-then-the-security-controls-may

be-applicd-inconsistentiy-or-cireumvented
.— M .‘.u ﬁ : “ ! _ y

LOW

Formally-designate-a-Computer-Security
Program-Manager-to-ensure-that-security
issues-are-addressed-and-adhere-to

Maryland-Security-Policy-and-Standards-
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oaBmB%Mmmmq
The-SBE-GlO-directs-the-day-teo-day+
operations-of the-organization;-but-there

Owners;-the-System
Administrator-and-the
Gomputer-Security-Program
Manager:

M-46

SBE-sheuld-have-a-pslicy-on
the-security-planning-process:

covers-the-sesurity-planning-process.

M-47

Procedures-sheuld-be-in-place
oullining-who-reviews-the
System-Seeurity-plans-and

The-SBE-Disaster-Recovery-and-incident
Management-Plan-deseribes-a
collaborative-approach-to-prejectrisk
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follows-up-on-planned-centrols: management with-state-and-county-team
members:

M-48 Organizational-policy-sheuld M The-State-of Maryland-has-organizational
define-who-will-provide-the policy-for-providing-independent-advice
independent-adviceto-the {o-the-system-security planning:

ity planRing.

pA-49 individuals-previding-adviceto M i&%mﬁ%@%mm#m%m
m _ it slanni 4 o lod _
shodld-have-adequate m*mmxwmmﬂ@mnmﬁﬂrmﬁm?mmﬁ%mm
knowladge-orexperience-to mmm«mmrmhf%ﬁﬁmg?mm@«ﬁgﬁm

M-50

M-51

M-52 the-security-plan-should _ NIA mmmmmm%%m%%%E;
indicate-the-system’s . placeforihis-system:
operational-status-{operational; is-addressed-in-requ :m%ms#gsﬁ%

under-development--and-for
uhdergeing-a-majer
moditication);-and-it-mere-than
one-status-is-selected;-it-should
list-which-part-of-the-system-is
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covered-under-each-status-

M-63 Fhe-system-security-planning Vendor-supplied-decumentation-as-well
sheuld-present-a-brief as-COMAR-provides-descriptions-and
deseription-of-thefunction-or function-of-the-system-

M-54

M-85

M-58

M-&7

M-58 The-system-security-planning Vendormanuals-describe-the-primary
should-deseribe-the-primary computer-platforms-and-the-principal
computing-platform{s}-used-and system-compenents.

a-description-of-the-principal
system-components;-including
hardware; software,-and
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semmunications resourees.

M-59 The-system-security-planning NIA | The-system-has-no-additional-security
should-include-any-seeurity software-other-than-that-provided-by-the

Cin .y :

M-66

M-81

M-62 . . A
should-desecribe;-in-general determine-the-effectiveness-ef existing
terms;-the-infermation-handled security-controls-and-provide
by-the system-and-fhe-need-for recommendations-for-mitigating-the
protective-measures:relate-the identified-risks.
infermation-handled to-each-of
the-three-basic-protestion - Neter-This-risk-assessment-is-the-first
requirerments-{confidentiality, performed-on-the-Accuvete-T18-veting
integrity;-and-availability)-and system:
for-each-of-the-three-categeries;
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should-deseribe the-risk
assessment-methedology-used
to-identify-the-threats-and
vilnerabiliies-of the-syster;
and-include-the-date-the-review
was-conducted:

methodology-used-to-identify-the-threats
and-vulnerabilities-ef-the-system-and
includes-the-date-this-review-was
conducted:

Note:-This-risk-assessment-is-the-first
performed-on-the-Accuvete-T8-voting

systerm:

MG5 164 . . Thissis] st thi
assessment the-system requirement:
security planning-should-include
a-milestone-date-{month-and
year-forcompletion-ofthe
assessment:

M-66 Fhesystem-security-plapning
shedld-istany-independent

; ) *
behalfof-the-state-on-the
system-inthe-lastthree yearss

M-67 The-system-securfy planning
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abeul-the-type-of-security security-evaluation-performed;-whe
evaluation-performed;-whe performed-the-review.-the-purpese-of-the
perormed-the-reviews-the revdew;-the findings—and-the-actions
purpese-of-the-review; the taken-as-afesult-then-the results of the
ndings. X _ . ad

Results f his fis) ;

NIA

N/A | Thesystem-is-notin-the-development!
sheuld;-during-the-first-part-of aeguisition-phase:
the-development/-acquisition
phasey-include-security
requirements,-which-are
developed-at-the-same-time
system-planners-define-the

reguirements-of-the-system:

¥ihe-system-or-part-of-the NIA | This-systerm-s-notinthe-development
. s in the devel m hase.

seguisitionphaserthe-system
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security-planning-sheould-include
a-general-description-of-any

specifications-that-were-used
andwhetherthey-are-being
M-71 -the system-orparis-ef-the M The-system-isin-the-operationalphase
_ iy tion! { thic Rigk A ' ol ith the
RISC-database-documents-the-seeurity
activities-conducted-and-planped:

M-Z3 {f-the-system-is-not-authorized; NiA | The SBE-has-authorized use-of-this

should-provide-the-name-and
tile-of-managerreguesting
approval-to-operate-and-date-of
request:

M-74 The-system-sesurity-planping U Hthe system-security-planning-dees-net | LOW SBE-and-LBE-should-implement-a-formal
sheuld-include-detalled include-detailed-information-on-whether precess-for-reviewing-pesition
infermation-on-whether-all all-positions-have-been-reviewed-for descriptions-for-sensitivity-levels-on-a
poesitions-have-been-reviewed sensitivity-level;-and-if-not-statement-on periodic-basis:
for-sensitivity-level;-and-if-not; the-planned-date-for-completion-of
statement-on-the planned-date pesition-sensitivity-analysis;-then-an
for-completion-of-pesition individual-may-be-granted-inappropriate

itivi ysis. th : T ;
: and-availability-of the system may-be
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mmm...mna,.mm.miae not- rmcm a-process-for
iptions-for

gﬁ%@i«lﬁ%&@ﬁ%
lowbut-minimal-controls-have-been
implemented:

impact:-HIGH

Eﬁ%ﬁ%ﬁ@@m&%ﬁ%ﬁ

<c5mﬂmm__ it m '5-OX o;mw@? SO _m have
significant-impact-on-SBE's-mission

M-75

The-system-security-planning

should-include-a-statement-as

to-whsther-individuals-have
received-background .

NA

MNo-background-screenings-are
conducted-—The-necessity-for
backgreund-sereening-is-addressed-in
reguirement-M-32:

58
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sereenings-appropriate-for-the
position-to-which-they-are

reguirement-M-32-

information-on-the-process-for
requesting;-establishing;
issuing-and-closing-user
accounis:

tho-system-socurity-planning-does-net
issuing-and-closing-user-aceounts;-then
an-individual-may-be-granted-er-continue
{o-exercise-inappropriate-access-and-the
cenfidentiality;-integrity,-and-availability
of-the-system-may-be compromised.

Fhere-is- mc_,nmaz not-a-process-in-place

foresta wng-and-closing-user
asceupis-on-the-GEMS-server:

MEDIUM

SAIC-6099-2003-261
mmvﬁm:‘cmﬁ 2, 2003

Administrators-should-periodically-delete
disabled or-dermant-accounis-after
oblaining-management-approvak
implement-a-formal-pelicy-on-dormant
acsount-deletion-to-reduce-this-risk:
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Likelihood: MEDIUM

Unless-accounis-areclosed-prompily;
mmmvm.%mrmo(_mmmmﬁﬁgmm.mmm@mm.mmﬁa

motivated;-other-security controls-sueh
as-physical-security-conirols-are-in-plase-

impaect- HIGH

Having-inactive-user-accounis-or-the-use
of default-accounts-increases-the
possibility-ef-unautherized viewing-andfor
exploitation-of sensitive-data-or-system
settings-

SAIC-6099-2003-261
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and-L.BEs-make-iotal-separatien-of duties
impractical:

Likelihood: MEDIUM

Perform-Separation-of Duties-of eritical
functions-
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. .
_,__m m_ wm.mm__: m%ﬂm:w_m_w Aring
information-onwhat
mechanisms-ara-inplace-for
helding-users-responsible-for
their-actions:
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M-84

The-system-security-planning
should-include-detailed
infoermatien-on-the-kind-of
friendly-or-unfriendly

-the sysiem-security-planning-does-not
include-detailed-information-on-the-kind
of-friendly-or-unfriendly-termination
procedures-used;-then-a-terminsted
employee-may-have-unautherized

m . . > . > .

Privilege-revogation-procedures-should-b
developed-fo-address-the-pessibility-of-a
disgruntled-election-official-or-system
technician:

61

OFFICIAL USE ONLY



SAIC-6099-2003-261
September 2, 2003

continue-to-aceess-the-system.-This-is-a
sommen-aceess-means-that-terminated

and-disgruntied-employees-use-io-cause

M-82
required-for-systemy's-aperation:

M-83 System-security-planning Vendor-manuals,-election-judge
should-describe-physical manuals-and-the-SBE-Implementation
protection-contrels,-spesifically Plan-describe-physical-protection
physical-protection-for-the controls-at-the-polling-places-as-well-as
system;-the-area-where the-warehouses-where-equipment-is
processing-takes-place,-and stored-:
physical-aceess:

M-84 System-security planning The SBE Disaster Recoveryandincident
; . iities. failuro.of X iitios, structural
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,.m.ﬁ.EmE.“m_,mazmmm@.;‘mfgv_mm : plumbingleaks,-interception-of
leaks-interception-of data;
mobile-and-portable-systems:

M-85 System-security-planning M
should-describe-the-contrels .

M-88 M

M-87 M

M-88 M Intheiraggregation;-the processes-and

procedures-contained-in-the-Election

cannot-read, copy;-alier,-or Administrators-Guide-and-BDisaster
steal-printed-or-sleclronic Recovery-and-lncident-Management
information: Plan-satisfy-this-requirement-in-ietality:

M-88 System-security-planning M The-SBE-AccuVeie-Touch-Sereen-Voting
sheould-deseribe-proceduras-for System-Phase-H-implemeniation-Plan
ensuring-that-only-autherized describes-procedures-forensuring-that
HEOFs-pick-up;-receive,-of - only-authorized-users-piek-upy-receiver-or

deliver-equipmentinput-and deliver-eguipment-input-and-output
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oulput-information-and-media. information-and-media.

M-80 The-system-security-planning M The-GEMS-Server-Adminisiration-guide
should-describe-the-use-of-audit describes-the-use-of-audit-trails-for
inputsfoutputs:

M-84- System-security-planning M
should-deseribe-proceduresfor

cting
products:

M-92 Systerm-security-planning M
sheuld-deseribaprocedures
and-conirels-usedfor
, i Do) .
and-electionresulis:

elestiontesulis:

M-93 System-security-planning N/A | Nedabeling-is-used-for-sensitivity-levels:

should-deseribe-the-use-of

M-94 The-system-security-planning - N/A
should-describe-the use-of
external-labeling-with-special
handling-instructions-{e.g-
leglinventory-identifiers;
sontrolled-access, spesial
sterage-instructions;release-or
destruction-dates):
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conirols/proceduras:

Election-Judge-manuals;-Election
Administrator-Guide-describes-media
storage-vault-or-library-physical;
environmental-protection
controls/prosedures:

M-87 System-security-planning GCOMAR-aricle-33:10.01-41-deseribes
should-deseribe-procedures-for prosedures-forreuse-{e.g—-overwriting-or
sanitizing-elestronic-media-for degaussing-electrenic-media):
rause-{8.g.y-overwriting-or

pM-98

Likelihood:-MEDIUM -
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T e ol
impact:-LOW

as-PCMCIA-cards-that-may-be
improperiy-discarded-during-an-slestion
sould-potentially.-be-recovered-using
advanced-technigues-However;-the
information-that-ceuld-potentially-be
recovered-from-an-individual- PCMGIA
single-terminak
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ne am Dracacsa nan _

WEWIRG:

Likelihood:-HIGH
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accesstoimproperly-dispesed-of

Impact:-MEBRIUM

A-suscessiul-attack-may-volate
confidentiality-integrity,-andfor
availability-of the-system-possibly
delaying-the-SBE's-mission-and

M-160 System-security-planning M The-SBE-Disaster-Recovery-and-incident
sheould-describe-contingeney Management-Plan-details-the-procedures
plan-procedures-that-would-be for-the-SBE-and-L.BEie-recover-frem-a
followed-to-ensure-the-system disasterfincident:

: ,
continues W.mmmmz_.mmmm_ m:_ I
oceur-and-provide-a-reference
to-thedetalled plans:

M-104 System-security-planning M
should-address-procedures-in

AnnedSmbo T vonbiver wssmbmun vavmiond
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AscuVote-TS-voling-system-project:

M-163 System-security-planning Fhe-State-of-Maryland-lnfermation-and
shouid-deseribe-policies-for Seeurity-Policy-and-Standards-contain
handli ahtad soff iy ) i
or-shareware: : software-or-shareware-

M-104 System-security-plansing in-theiraggregation;-the-processes-and
should deseribe-any-conirels procadures-contained-inthe-Election
that-provide-assurance-te-users Judge-manuals-implementationPlan;
that-the-information-hasnet Administraters-Guide-and-Disaster
been-aliered-and-thatthe ?mo%m@a@#ﬁmﬁm@wﬁg

M-408

M-108

M-107

integrity-and-availability-of the-system
may-be-compromised:

Fhe-iraining for-the-electronic-veting
system-dees-not-include-an-information
security-compenent—The-increasing
number-of threats-to-1T-systems-has
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resulted ?ﬁm,mmmm.&vmmmmm.@
awareness;-iraining;-and-education-at-all
levals-

The-impact-of the-election-officidls
potentially failing-to-carry-out-vital
security-duties-could-significantly-impair
the-8BE-missien:

M-108

System-security-planning
should-describe-incident
handiing-proceduresin-place
for-the-general-suppert-sysiem:

The-SBE-Disaster-Recovery-and-incident
Management-Plan;-The-Risks;-lssues;

describe-incident-handling-procedures:
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: o W
confidentiality,-integrity,-and-availability
of-the-system-may-be-compromised-:

There-is-ne-dosumentation-that-identifies
the-process-for-mainiaining-appropriate
access-controls-for-the-sysiem.—Lack-of
proper-documentation-has-resulted-in-the

%&mﬁ%mmfm@vmfﬁ%mﬁﬁmm

impact-HIGH

aceessing- mmmmmE@ information;

SAIC-6099-2003-261
anﬁmacmqm moom

of-Maryland-Security-Policies-and
Standards.
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3@%«.5@ am”mx.mna%xmm%:m‘ﬁsm

Thi . fails due-tot ¢
vendorsupplied-default-passwords;
which-de-net-mestthe-State-of-Maryland
| Information-Seeurity-Policy-and
Standards.-Therefore; passwords-may
be-easily-compromised:

With-physical-aecess-to-the-system-and
%%ﬁmﬁm@@#@ﬁ%%ﬁrﬁﬁ%
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The-system-should-adhere-to-the State-of

forpassword-complexiby:
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can-be-mere-damaging-if-the-exploited
user-ascount-has-elevated-privileges:
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ocs et |

M-42
M43 System-security planning +he-vendor-supplied-manuais-desecribe
should-deseribe-hardware-and hardware-and-software-features
softwarefestures designed-to designed-to-permitonlyauthorized
permit-only-authorized-access access-and-fransactions;-particwlarly
to-or-within-the-system-te through-the-use-of-the-veter-acecess
restrict-users-to-authorized cards:
transactions-and-functions;
andior-fo-detect-unautherized
aeeess-activities:
M-114 There-should-be-a-System itthere-is-a-not-a-System-Security-Plan; SBE-should-develop-and-document-a
Security-Plan;-which-should: that: System-Seeurity-Plan—The-System
M_w.m ibef .W ies that 1 bes § | nolicies that define
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granted-te-each-user-or-class-of
HEOrs;

user-or-class-ef-users;

2}-indicates-if-these-policies-follow-the

everview-of the-seeurily-requirements-of
the-system-and-describe-controls-in
place-or-planned-responsibilities-and
expected-behavier-of-all-individuals-whe
aceess-the-system.

The-System-Security-RPlan-provides-the
hariom.f tred lanni ‘
adeguatercost-effective security controls
forthe system-—\Without-the System
Security Plan-centrol-athreat-source

SAIC-6099-2003-261
mmuﬁmacmﬂ 2,2003
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may-expleit-vulnerabilities-that-are
inherent-io-the-system-and-that-de-net

have-adequate-security-controls-in-place;

stor of users.andtochnici
throughout-the-precincts-and-each-of
hel ! ‘ .

software-allows-application
owners-to-restrict-the-aceess
rights-of other-application-users;
the-general-support-system
administrator-or-operaters-ie
the-application-programs;-data;

_ nedi Elocti
Judge-manuals;-implementation-Plan,
Administrators-Guide-and-vendor
manuals-satisfy-this-requirement:
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should-indicate-hew-often
Access-Gontrol-Lisis-are
reviewed-fo-identify-and-remove
users-who-have-left-the
organizatien-or-whose-duties-no
lengerrequire-ascess-to-the

application:

{-the-System-security-planning-dees-net
indicate-hew-often-Acecess-Gontrol-Lists
are-reviewed-to-identify-and-remove
users-whe-have-left-the-erganization-of
whose-duties-no-lenger-require-access-to
the-application;-then-an-individual-may
retain-inappropriate-access-and-the
of-the-system-may-be-compromised:
System-sesurity-planning-decuments-do
not-indicate-that-Access-Conlrol Lisis-are
. | Ll dontif _

dsers-whe-po-longerrequire-access:

kikelihood:-MEDIUM

ME

DIUM

SAIC-6099-2003-261
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secure-a-list-of approved-users-and-their

approved-users-and-theiraccesses-will
reduce-the-likelihood-of-leaving-privileges
unchanged-when-users-change-job
functions-or-leave-the-organization.
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change-system-seltings-inappropriately

Diebold-A
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M-120

System-security-planning
sheuld-describe-pelicy-er-logical

_.wmwmﬁ.m%A..mmomﬁmwrmwm_zé.‘m@..m@@mieﬂ

deseribe-policy-orlogical-aceess-conirals

thatregulate-howusers-may delegate
N _ . ¢

Lack-of conirols-over-data-duplication
may-result-in-a-user-viewing-data-that
was-not-explisitly-autherized for- the-user
fo-view:

Witheut-proper-conirols-specifying-the
rles-for-the-copying-obinformation-an

avtherized-user-may-make-copies-for
wnauthorized-individuals:

SBE-should-develop-and-document-a
System-Security-Plan-that-includes

il } : fil ik Hon
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M424 © | S ity planai
should-describe-conirols-to

detectunauthorized-fransaction
sHempts-by authorized-and/or

unauthorized-users-

transaction-attempts-by-autherized
and/orunautheorized-users; then
vnauthorized-attempis-may-go
undetected-resulting-in-the-failure-fo

identify-new-and-emerging-threat-sources

which-may-eventually-lead-te-the

compromise-of-the-system-confidentiality;

integrity-andior-availability

T4 . | ot
describes-controls-to-detect-unauthorized
transaction-attempis-by-authorized
apdlorunauthorized-users-

HIGH
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M-122
disconnecis-inactive-users-of password-before-recennecting-to-the
requires-the-user-io-enter-a system-or-apphcation:
unigue-password-befere
reconnhecting-to-the-system-or
application:

M-123 System-security-planning N/A | The-systems-are-enly-in-use-during
should-deseribe-any-resirictions scheduled-elections-and-in-authorized
{o-preventusers-from-aceessing elestion-proparatio Peit

i
”:m_ m.wwmwm_w: o mmm_ _ mmw_.m_:m
kends. and d )
[ ictions.

M-124 System-security-planning NiA
should-diseuss-eryptographic
rrethedology-and-key
management-procedures;if

A .
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%m,_E‘m@?ﬁmgwwaimﬁm@.amﬂ

The-system-security-planning
should-discuss-additional
hardware-ortechnical-conirols
) lod Uil _

NiA

l-the-system-security-plapping-does-not
discuss-additional-hardware-or-technical

controls-installed-and-implemented-fo

technpicalcontrols-instalied-er
implemented-on-the- SBE-GEMS-server

System-security-planning

N/A

should-provide-information.
regarding-any-port-protection
devices-used-to-require-spesific
aceess-autherization-to-the
communication-ports,-including
the-configuration-of-the-pert
m_m".m.mrm: devices-ana |
are-required-

NIA

i systom-securiby-planning doesnot
provide-infermation-regarding-any-pett
protection-devices-used-to-require
specific-aceess-authorization-to-the
communication-pors,-including-the
configuration-of the-port-protection
devices-and-if-additional passwords-or

tokens-are-requireds-then-the-security
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may-be-compromised-:

HH-HSe-

should-identify-whetherinternal sontrol-accessinthe-electronicvoting
sesurity-labels-are-used-o process:

manualauditirail- mechanisms-through
_ ‘ oi | affidavit
chegklistsThe-GEMS-server
administrator guide-describes-audit-frail
mechanisms-on-the-serverside:

System-security-planning M Fhe-Election-Judge-manuals-and-the
should-address-if-the-audit-trails Election-Administrator-Guide-provide
provide-accountability-by acceuntability-through-the-use-of signed
providing-a-trace-of user affidavits-and-checklists-The GEMS
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server-administrator-guide-deseribes
audit-trail-mechanisms-en-the-server
side-

gﬁ&m%i%m%@r%m@mﬁ

Likelihood:-HIGH
Without-regularauditlogreviews;
intrus] : . 1
undetecied:

impact:-HIGH

threats-can-cause-damage-te-the-system
and-without-audit-leg-review;
inappropriate-system-activity-may-net-be
detected- ,mx@mumm @« .Mr_mm&cf mqmg:q

%m@@%@m?
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M-134 System-security-planning %ﬂ&m&xﬁ%ﬁ%&i& implermenta-formal-and-decumentad
are-designed-and-implemented andHmplemented-forecord-appropriate configuration-of audit-trails-
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te-record-appropriate
information-that-can-assist-in

information-that-can-assist-in-intrusion

amﬂmﬁ_@: then-audit-tralls-may-be
mwmmmrmnmlmr@mmmmamﬁﬁmr&r

gm&%aﬁﬁwm«mwmﬁ

impact:-HIGH

, - oy _
detected-Exercise-of-this-vulnerability
could-result-in-significant-impairment-to
the-SBE-missien:

SAIC-6099-2003-261
mmuﬁmacmﬂm 2003

M-135

System-security-planning

should-address-if-the-audit-trails

are-used-as-oniine-fosis-te-help
identify-preblems-other-than
nrusions-as-they-oseur:

¥-system-security-planning-does-net
address-if-the-audit-tralls-are-used-as
online-tools-to-help-identify-problems
otherthan-intrusions- -as- %@% occur;-then

Consider-dosumenting-and-implementing
the-use-of-online-audit-tools-for-identifying
system-problems;-if-cost-effective.
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There-is-no-documentation-addressing-i
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m«o@&%&%&%m

initiate-the-svent:

the-confidentiality;-integrity;-and
availability-of the-system-may-be
compromised:

There-is-ne-dosumentation-te-specify
type-of-event, when-the-event-occurred;
user-ib-associated-with-the-event;-and
_ |t initiate it
evept—Without-the-ability-to-assosiate
" bili ;

HIGH

evept-and-program-or-cemmand-used-to

initiate-the-event:
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‘be-enforeed-

Withou! | m. _ it
that-are reviewsd regulady-individual
accountability-fer-systemn-actions-cannot
be-snforced:
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sy ty-pla
| (o audit loos Io strictly

+here-is-no-decumentation-addressing-i
aceess-to-electronic-audit-logs-is-strictly
controlled.-Witheut-contrelling-access-fo
the-logs;-they-may-be-deleted-either
intentionally-er-unintentionally:

Other-progesses-and-controls-including

LO

W

tmplement-a-formal-and-decumented
auditiogs-:
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physical-isclation-and-small-number-ef
privileged-usersreduces-the-likeliheod

of-exploiting-this-vulnerability:

impact-HIGH

Kihe-auditHlogs-are-improperiy-medified
: - )

duties:

A-malicious-adminisiratorcan-expleit-this
vilperability:

impact-MEDIUM
Inappropriate-activity-may-net-be

detested-and-losses-may-occur-through-a
i rrinisirat iding
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inappropriate-users-ie-the-system-without
being-detected:
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M-439

System-security-planning
should-address-how

Likelihood: LOW

privileged-users-reduces-the-likelihood
of-expleiting-this-vulnerability.

impact-HIGH

Beth-intentional-and-unintentional-human
{hreais-can-cause-damage-lo-the-system:
inappropriate-activity-may-net-be
detected-and-significant-losses-may
S66HF-

implement a-formal-and-documented
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the-compromise-of-the-system
confidentiality;-integrity-and-availability:

There-is-no-decumentation-describing
hewfrequently-avdit-trails-are-to-be
reviewed-and-there-are-no-review
guidelines.-Without-sesurity-controls
ol {to identifv fraodul
errcnesus-changes-tothe systemit-is
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should-address-ifthe
appropriate-system-level-of
application-level-administrator
reviews-the-audit-trails-follewing
a-known-system-or-application
soffware-problem;-a-known
violation-of-existing
reguiremenis-by-a-userof
seme-unexplained systerm-or
gser-problems

\drinistrator Guide. and the RISO
database-deseribe-the-appropriate
system-level-or-application-level
administraterreviews-the-audit-trails
following-a-known-system-or-applieation
software-preblem;-a-known-viclation-of
existing-requirements-by-a-user-or-seme

unexplained-system-eruserproblem-

The & T
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Likelihood: LOW

impact-HIGH

threats-can-cause-damage-to-the system:
Inappropriate-activity- may-net-be
detected-and-significant-losses-may

OBBUF:

M-144 Senior-Management-must M Results-from-this-risk-assessment-will
assess-and-incorporate-resulis determine-the-effectiveness-of-axisting
of-the-risk-assessment-activity security-controls;-provide
into-the-desision-making recommendations;-and-establish
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and-incorporate-risk
assessment-into-fraining
programs-lo-educate-the-end
HBErS:

M-447Z Fe-determine the-likelihood-of-a M Resulis-from-this-risk-assessment-will

future-adverse-event;-threalsio determine-the-effectiveness-of-existing
an-tT-system-must-be-analyzed security-conirols,-provide
) . ! ! ; (ations_identify-4 _and

vilnerabiliies-and-the conirols establish-bassline-conirols-
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produet-analyses.

M-

150

f-the-iT-system-is-being
implemented;-the-identification
ofvulnerabilities-should-be
expanded-to-include-more
specific-information-such-as
the planned-security-features
m_mmm_ _mmm_ ___. the mm_mmu Fity o mm__w:

The-system-is-not-in-the-implementation
phase:
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be-justified-by-the-reduction-in

the-level

of-risks

M-153

Fhe-operational impact-{e.g;

. b
recommended-by-this-risk-assessment
considerthe-goals-and-mission-of-the
SBE:

M-158

Priority-should-be-given-io-the
{hreat-and-vulnerability-pairs
that-have-the-petential-te-cause
significant-missien-impasct-or

harm-

This-risk-assessment-gives-priority-to-the
threat-and-vulnerability-pairs-that-have
the-potential-to-cause-significant-mission
impact-or-harm:
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m<m$3;
M-157 Ongeing-risk-management M The-SBE-RISG-Plan-ensures-engeing
should-be-conducted-to-assess risk-management-is-conducted-to-assess

M-158 F-systems-should be M
authorizedto-address-and
idualrsk.
£ 4 dualrisk {) 1 m
reducedto-an-aecepiable-level residualrisk-is-accepted-or-lowered to-an
therisk-managementcycle acceptable-levelthrough-therisk
mustberepeated-to-identifira management-cycle:
M-160
M-1684
M-182
into-the-system-architecture-to maintainability;-and-availabilib:
optimize-reliability;
maintainability;-and-availability.
M-183 $BE-shall-have-contingeney M The-SBE-Disaster-Recovery-and-Incident

bk et Blmenmmovnmond Dlevse modomiln dbaom vevmenmoals smomm
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test-plans: -Management-Rlan-details-the-procedures
for-contingency-test-plans:

M-164 Fhe-contingency-plan-should-be M The-SBE-DisasterRecovery-and-incident
procedures-based-on-lessens Ceontrel-Plan-are-updated-based-on
learmeds lessons-learnad:

baliet-image-of-each-veters image-of-each-voters-selection-as-stated
selection: in-the-vender-guides:

M-168 BPuring-post-veting-verification.-if M As-directed-in-COMAR;-Election

the-verification-does-net-agree Administrators-Guide-and-the-Official

with-the-original-tabulation;-the Ganvassing-Gulde-local-beard-shall

local-board-shall-immediately immediately-notify-the-State

netify-the-State-Administrater: | Administrator-if-the-verification-dees-net
ith 8 icinaltabulation.
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SBE will test electron ”
equipment-forthe-proper
implementation-of siate-spesific
requirements.

Operational-Contrels

-place-to-perform
acceptance-testing-on-all-electronic
voting-equipment-and-UR8-devices
against-state-requirements—The-SBE
and-LBE-have-AccuVete-18-Logic-&
Accuracy-Testing-in-place-to-lest-the
electronic-voling-egquipment meels-state
requirernents:

that ) m:m_ @_:m__.“m._cu_; data

overridden-but-may-be

augmented-by-designated-authorized

96
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augmented-by-designated
authorized-officials-in-order-fo

adjustfor errors-oromissions

officials-in-order-to-adjust-for-errors-or
omissions-{e.g--during-the-canvassing

that-differs-from-the-main-vote
detection;-interpretation;
| processing;-and-reporting-path.

Verificati | Post Election Audt
Recount-procedures-GEMS 118 Users
ensure-a-record-of cach-ballet-cast-using
a-process-and-sterage-location-that
differs-from-the-main-vole-detection;
interpretation;-processing,-and-reperting
path-is-maintained- .

SBE-will-ensure-that-a-process
is-implemented-to-retrieve-ballet

images-in-a-form-readable by

+he-Election-Judges-Guide-deseribes-the
precess-that-is-used-tg-ensure-the-ballet

image-sin-a-form-readable-by-humans:
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official-shall-be-displayed-or
printed-unambiguously-in-easily

official-displayed-or-printed-is
unambigueusly-in-sasily-understood
language-textorby-means-of-other

key-{hes-the-same-key-for-al-DRES):
Likelihood- MEDIUM

With-the-number-of -Diebold-DRE-devices
on-the-market-it-is-likeby - that-a-key-could
become-lost-or-stolen—However-the
openrness-oi-the-pelling-stations-impedes

the-exploitation-of this-vulnerability:
impact-MEDILIM
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mission:
o1 SBE-will-implement-procedures M The-Technicians-Election-Day-GCheek
{o-establish-and-maintain Liste-Techis-T8-What-If's;-SBE
controls-that-ensure-that Proceduresfor-Election-Day,-and
accidents-inadvertent Elestion-Judges-Guidelines-have-been
mistakes;-and-errors-are implemented-to-establish-and-mainiain
) I 4} | idents.
o142
o-13
because-it-does-net-use-personal
information-
0O-14 SBE-will-implement-prosedures R - SBE-does-not-implement-procedures-to | HIGH SBE-should-replace the-public-F1TE-servef
{o-prevent-unautherized prevent-unautherized-changes-ie-system with-Secure-Copy-(SEP)-Seesure-FIR
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changes-io-system-capabi
for-defining-ballet-formats;

capabiliies-for-defining-ballet-formats;
casting-and- «@m@@ g <®~mm ‘@m_mm_wrﬁm

the Ballot Creation Process the ballotis
transferred-io-the- LBEsviaapn-FTR
sSanar.

The-ballots ” ified-oit
while-in-transit-or-while-on-the-publie FTR
Server:

impact-HIGH
An-attacker-could-use-this-server-te

change-the-initial-ballet-and-pessibly
place- ﬁe_ms mon&m& énr n- ﬂrm wm:oﬁ

SBE will imol
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prevention-of recording-a-vote Manual-te-prevent-the-changing-ef
preveption-of recording-a-vole—The-BDRE

%aim.ﬂvfﬁolobm%%

calculated-vote-totals:

SBE-will-implement-procedures M The Election-Judges, Pelling-officlals-and
{o-prevent-access-te-vete-data; ﬁmmrmﬁmmmlﬁmr%mﬂmmmammmﬁm
vote-totals;-to-unauthorized Tech's- 18- What-lfs.-8BE-Procedures- 8«
indhvdiduals: Election-bay,-and-Elestion-Judges
Guidelines-to-prevent-access-to-vete
datar-ineluding-individual-vetes-and-vele
totalsy-to-unauthorized-individuals.

SBE-will-implement-a-process M The-Elestion-Judges-Manual-establishes
to-prevent-access-to-voter a-process-te-prevent-access-to-voter
; e idontification-data f _ by i
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because-it-does-net-use-personal
infermation:

oO-19 SBE-willimplement-procedures As-cedified-by-the-ITA-the- DRE-dees-net
. it individual ballot i o
that Foq " e-al mwmﬂm:w,mﬁw vat
{elecommunicationsnetworks
fo-preserve-the-secreey-ofa
o020
(o wil i losi | : » e without i :
their-ability-to-veote. losing-their-ability-to-vote:

022 Emergency-procedures-should The-SBE-Disaster-Recovery-and-incident
be-put-in-plase-for Management-Plan-are-in-place-for
contingencies-such-as contingencies-such-as-equipment-failure
egquipment-failure-or-malicious or-malicious-activity-that-could-make the
activity-that could-make-the voting-systems-unavailable.
voling-systems-unavailable:

023 SBE-shall-implement The-BRE-veling-terminals-are-neot

proceduras-that-willprotect the
DRE unito f horized

connected-to-communications-lines
during-the-election-
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aceess-via-communpications
fines-

during-the-election:

SBE-shall-implement

procedures-that-willprotectthe

DRE unite £ thorized
i wirel

Fhe-BRE-units-are-not-connected-io

~SBE
should-make-every-attemptle
provide-clear-and-cencise
infermation-:

Recevery-and-ncident-Management
Plan-te-make-every-attempt-io-provide
clear-and-consise-information:

SBE-mustaceurately-record
and-report-the-defects-in
vender-provided-seftware
preducts-ic-the-propervendors

The-Quality-Assurance-{QA)-Rlan-and
Risks;-lssues;-Systems-Insidents,-and
Ghanges-{RISC)-Plan-aceurately record

and-report-the-defects-in-vender-provided
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and-{o-user-groeups.—the
reporis-must-be-held
i .
mm:wm_*w:mm W_ .mmm__m.mm_ m_m the

software-products-te-the proper-venders

and;-to-user-groups—The-reperis-held
fidentialand ! b 11

vendor{s}in-a-timely-manner

used-as-evidence-in-a-court-of
ke

kikelinood: LOW

FThe-possibility-of an-atiackerto-gain
ascess-to-a-DRE-source-code-for
malicious-astivity-is-unlikely-in-its-current
configuration.~The-possibility-of-an
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Secu by mm:_w_m; gy be m_mm__mu "
confidentiality,-integrity;-and-availability
of-the-system-may-be-compromised:
Some-of-the-security-services-of-the-IT
system-are-provided-by-the-software
itself-Buffer-overflows-and-unchecked
file-locations-could-provide-system-level
ascess-io-the-0S8:

The following-softiware-vulperabilities
: Lin-the Aceu\ote-TS voll
system-source-code:

SAIC-6099-2003-261
September 2, 2003

‘._m..%mmﬁ@v?m?%@?m«mmmtwmwmna‘.‘mm,z;vm
used-with-erypltegraphy:

Declare-necessary-variables-as-constant
to-ensure-that-they-could-not-be-changed
by-malicicus-activities.

When-creating-static-arrays-and-variable
declarations;-ensure-that-the-size
locatad s than 4 .

UV} Y SORE ISR X o
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possible-length-

Specify-paths-te-external-library-files-by

declared-as-a-constant-which-would
prevent-changes-ig-a-variable.

There-are-many-static-variable
declarations-used-which-could-be-utilized
in-a-buffer-overflow.

Neo-paths-were-used-te-designate
externallibrary-files;-allowing-possible

forshell-execution-of- the-passed

This-does-nro-checking-forvalid-files-and
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symin s-or-sherteuts-could-be-used-to
apen-device-files-or-data-outside-the

scope-of-this-function:

035 g HIGH Remove-the-SBE-GEMS-serverfrom
irie, . bworl { rabuild ent tom f
el 4 tioat ftort fom d _ sed_
may-be-afler-the-factresulting-inJoss-of not-put-any-software-otherthanthe GEMS$
system-confidentiality;-integrity;-and software-on-the-system-—Locate-the
availability: serverin-a-secure-losation:

SBE-does-not-detect security-breaches.

SBE-currentiy-has-a-GEMS-server-used
to-generate-and-distribute-ballots-with-no
) hani i place. Tk

ballets-are-distributed-to-the LBEs for
i | Lo (7 Testing
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before-the-election;-however-the-Logie
and-Accuracy-Testing-does-not-role-the
date-ahead to-checkfor Trojan-software:

prescinct-statt:

Security-awareness-and
technical iraining-should-be
conducted-to-ensure-that-end
users-and-system-users-are
aware-of-the-rules-ef behavior
and-theirresponsibilities-in

protecting-the-organizations

H-security-awareness-and-technieal
training-is-not-conducied-to-ensure-that
end-users-and-system-users-are-aware
of the-rules-ef-behavier-and-their
responsibiliies-in-protecting the
organization's-mission;-then-seecurity

HIGH

SAIC-6099-2003-261
September 2, 2003

Training-should-be-established-for
security-awareness-and-technical-training
{o-ensure-that-system-users-are-aware-of
the-rules-of behavior-and-their
responsibilities-in-protecting the
organizations-missien--This-training
hould include int ; _ _ .

systems:
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{o-voting-systems;-and-the-need
to-protectthem-

may-be-compromised:

Security-awareness-and-technical

impact:-HIGH

-thevuinerabili
and-integrity-of- the-slection-process-may

be-compromised:
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m@%@m mrmc m mm,o@nmcmﬁmﬁm
ensure-that-the-controls-are
effective:

H-periodic-testing-of security-controls-is
not-conducted-to-ensure-thatthe controls
are-effective-then-unplanned-risks-may
be-introduced-to-the-system-and-the
existing-security-controls-may-be
cireumvented-and-the-confidentiality,

implement-a-perodic-security-testing
program-io-ensure-that-the-system
security-contrels-remain-effective-sver
fime:
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during-emergencies-er the-State-of Maryiand-Archives-building:
disasters: In-addition;-Diebeld-has-a-warehouse-of
DRE-devices-located-at-B\Wi-airpork:

042 An-incident-respense-capability M The-BDisaster-Recevery-and-Incident
should-be-developed-to-prepare Management-Plan-and-the-Emergensy
for;recognize-report-and Gontinuity-Plan-establish-an-incident
respond-to-the-incident-and respense-capability-to-prepare-for;

ional . inoident and-return the- T sveterd
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operational-status:

operational-status-

To-ensure-consistency-and
uhifermity-in-security
of

implementing

lf-step-by-step-procedures-and-metheds
forimplementing-{preventive-and
letection) Honal |

ntainod. 4 ) [

ikelihood - LOW

Fhe-absence-of-consistent-and-uniform
security-centrols-may-lead-te
unautherized;-undetected; or-unknown
changes-to-system-settings.—This
vilperabiliby-can-be-exploited-by-all

The-exploitation-of-a-GEMS-server-may
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To-ensure-consistency-and-uniformity-in
security-eperations-step-by-step

procedures-and-methodsfor
operational-conirols-must be-cleardy
dofi o)

L] 1

the-3BEand-LBE:
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cause-the-validity-and- .ﬁm@zf..m,vw,ﬂmm
voting-precess-io-be-compromised:

o-44 Fhe-person-responsible-for The-personnel-responsibie-for-veting
d . h o
planming-mustbe-aware m.u risks efsisks 5_ the system mzﬂ_.u._mmmm:_m. .
whetherthe current able-fo-address-residualrisks-completely
m. _ . ~ _ _ _ mﬁ “. — ” H :
address-residualrisks Emergenecy-Contingency-Plan-and-the
| offoctively Dj B neid
ManagementPlan:
) o s o i int i o off
an durina devel m . P ination ]
i i 0y
mmmmmm‘m to m__m_ HFe w__mm_mmm,,m; mtiple-contingency-plans
resources-neither negate-each
othernor-duplicate-efforis:
: . I hould are The SBE | blished.Di
communications-procedures Rlan-and-Emergency-Coentingensy-Plan:
o-47 Gontingency-measures-should Fhe-Risksssues-System-Incidents-and
be-identified-and-integrated-at Ghanges-(RISC)-Plan-and-3BE
ali-phases-of-the-computer AcctVote-Touch-Screen-Veting-System;
system-life-eyele- Phase-H-implementation-Plan-satisfy
contingenecy-measures-identified-and
integrated-at-all phases-of the-computer
system-life-eycle.
0-48 Gontingency-planning mmm.,.>mg{.%@,,ﬂ@mmr_.@mmmma,{@ﬁz.@
considered-when-anew has-procedures-forrisk-management
112
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cation-{o-be-considere

process-is-being-conceived: planning-ide!

0-49 Gontingency-strategies-should N/A | The-system-is-netin-the-implementation
be-tested-{in-the phase:
implementation-phase}io
ensure-thattechnicalfeatures
and-recovery-procedures-are
m {offective. Tost
necessary-shall-be-conduscted
to-ensure-that procedures
’ be affective.

050 Backups-should-be-stored U

Existing-physical-controls-at-the-storage
facility-mitigate-the-likelihood:

Impact: LOW

‘+he canvassing-process-is-completed
prier-to-the-final-storage-of the- PCMGIA
oards-and-paper-backups-therefore-the

impasct-etthe-loss-would be-minimak

113 OFFICIAL USE ONLY



Mapagement Plan-has-procedures-io
reflect-upgrades-and-any-other
exiernal-interfaces-fo-the BRE-and
GEMS-server:

- N v . )
O-52 om_ he- o6t nwm"m __ : ..mﬁmw_:nmm mwmmm_,: SR "ﬂ:.m
{insluding-its-contingenecy life-cyele-lt-is-not-undergoing
capabilities),-the-erigipal replacement:

system’'s-contingency-plan
should-be-ready-for
implementation.

053 Fhe-centingency-planning The-Disaster-Recovery-and-incident
peolicy-statement-should-define Management-Plan-defines-the-8BE’s
{he-8BE's-overall-contingensy cverall-contingency-objectives-and

biect | blish & blish 4t izationalf _
©-54

o-55
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human-reseurces,IT preparedness-functions:
operations,-angd-emergency
preparedness-functions:

. ‘) M . ton.i
mm._;___m.m_ ey m_m.__ k . Mm:w:.,@m_.mmw m_.m.:m have w.m . {
with-systems.

Preventive-controls-should-be M Preventive-controls-are-documented-in

Data-backup-decumentation M The Election-Judges-Manualand
sheuld-designate-the location-of General-Election-Resulis-Export
stored-data;-file-naming Procedures-designate-thelocation-of
conventions,-media-rotation stored-data;file-naming conventions;
frequency.-and-methed-for media-rotation-frequenecy,-and-method-for
transporting-data-offsite- ransporting-data-offsite.

‘The-specific-method-chesen-for M Hsm..m_mmmo?L_ca@mm.,gm_m_cmm.,mma.
conducting-baskups-should-be General-Election-Results-Export
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based-on-system-and-data
availability-and-integrity

Procedures-ostablish-several-metheds-to
wmmxcm the- amMmISm uding-hard-copy;

The.al fived site should
be-in-a-geographic-area-thatis
unlikely-ie-be-negatively
affected by-the-same-disaster
event-{e.g.;-weather-related
impacts-or-power-grid-failure)
as-the-erganization’s-primary
site:

The DisasterRecovery-and-ncident
Management-Plan-and-Emergency
Gontingeney-Procedure-censiders
geeographic-area-that-is-unlikely-to-be
negatively-affected-by-the-same-disaster
event Am @iimmwrw?ﬂm_mﬁma wzmmoﬁm -©F

mﬁmﬁm%m?%@%&#mﬁmﬁ
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backup-media- Centingency-Prosedure:

. The-Conti Planni u If the-Conti Planning.C i LOW
Goordinater-should-maintain-a dees-not-maintain-a-record-of-copies-of should-be-maintained-by-SBE-and-LBE-
rocerd-of-copies-of-the-plan-and {he-plan-and-to-whom-they-were
to-whoem-they-were-distributed- distributed;-then-outdated-plans-may-be

in-circulation,-which-may-impact-recovery
in-the-event-of a-disaster:

A-record-of- a@Emm em.‘%m m_mn -and-te

A-smallnumberof-officials-are
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outdated-contact-list:

0-69 Other-information-that-should Aleng-with-the-contingency-plan;-LBEs
be-stored-with-the-contingensy have-copies-of-the-relevant
plan-includes-contracts-with documentiation-and-produced-the
vendeors-{SkAs-and-other documentation-onregquest:
system-users-manuals;-security

76

©-71
causod-by-changes-within organizations-and-ROCs:
either organization-will-be
reflected-in-the-contingeney
plan:

O-72 Strict-version-control-must-be The-Disaster-Recovery-and-Incident
mainiained: Management-Plan-has-strict-version

contrel-implemented-

o-73 The-Contingency-Planning The-Disaster-Recovery-and-lncident

Goordinator-should-evaluate
mcmmm;___@__:_ m:.__w ton ﬂm. .
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current-and-continues-to-mest continues-to-meet-system-requirements
system-requirements adegquately:

adeguatehys

Damage-assessmaent M Fhe Disaster-Recovery-and-ncident
procedures-should-be Management-Rlan-has-proceduresto
developedforthe-voling assess-the damage-of-the-voling-system-
system:

M | Electiondud vt bricians.

M
N/A
uhderstand and-be-ablete
perform-these-recovery understand-and-are-not-able-to-perform
sirategles-well-enough-that-i these-recevery-sirategies-well-enough
the-paper-plan-is-unavailable that-if the-paper-plan-is-unavailable
during-the-initial-stages-of-the during-the-initial stages-of-the-event;-then
event-they-can-still-perform-the plan-execution-may-be-incomplete-or
necessary-activities. inaceurate:
Recovery-procedures-should Y lf-recovery-procedures-do-notreflect LOW Ensure-the-Business-impact-Analysis
oot sust ot . Fiod.in i ) - tioal esources, single
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identified-in-the-Business Business-impact-Analysis;-then-critical mc_mﬁm...mﬁ;ﬁm,_“wm.ﬂm *zwwnzmh-.m.ma-mxﬁwmam“
impast-Analysis: systems-may-net-be-recovered-first: .m@@&.mmom“mmma.,,é.%.,ﬂxw,mxmwmgg..

079 M
omitted:

omitted

0-80 Procedures-should-be-assigned M The-Disaster-Recovery-and-Incident
to-the-appropriate-recovery Management-Plan-has-established
feam: recovery-team-assignments.

O-81 Uptil-the-primary-sysiem-is M Fhe Disaster-Recovery-and-incident
restored-and-tested;-the Management-Plan-has-procedures-io
contingency-system-should continue-the-use-of conlingency-system-

continue-to-be-operated:
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3@»&%@%&@5

Backup-of device-drivers-is-net
performed.—When-device-drivers-are-not
backed-up;-resteration-of-the-system-is
impedeé:

The-likeliheod-of-needing device-driver
backups-is-low-because-the-device

-84

Alnm vmovsstvad Neodba s~ b
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the-required-data-can-be
identified-quickly-in-an
emergency:

contingeney-sirategy-

Certification-before-the-paiches-or
upgrades-are-accepied-for-use:

All-unneeded-default-accounts M All-unneeded-default-accounts-and

and-groups-sheuld-be-remeoved groups-are-rernoved-to-eliminate-their

{o-eliminate-their-use-by use-by-intruders,-including-guest

intruders-including-guest aceeunis-on-compulers-comaining

acecounis-on-compulers . sensitive-information:

i "

information. Needed-default-accounts-are-in-use-and

_ should-be-closed-and-replaced-with-nen-
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default-accounts:
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To-prevent-alieration-of
executable-code;no-software

shallbe-permanentiy-insialied

li-the-alieration-of-executable-code-is
allowed-then-unplanned-risks-may-be
. m P L4 st

i i .
mmm_m. __W;W. .mm:% m_ 's _.:m_.wf‘w.m Gired :., j m_;_mu
avallabilitv-of the-system-may-be
compromised:

SBE receives-all-software-and-firmware

impact:- HIGH

An-uncertified version-may-centain
malicious-code,whie
the-integrity-of-the-veting-process:

After-initiation-of election-day
festing,-ne-source-code-or
compilers-or-assemblers-shall
be-resident-or-accessible-on-the

voting systems

The JTA-has-verified-ne-seurce-code-oF
compilers-or-assemblers-shall-be
resident-er-accessible-on-the-voting
system:

123

SBE-should-verify-correct-firmware-and
software-version-priorio-use:
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092 End-useraccess-te-the-system M Fhe-Election-Judge-Manual-sets
is-provided-only-through-the procedures-for-veter-access-to-the
approved-interface- system-is-provided-only-through-the
approved-interface-The-voter-musi-verify
their-identity-by-the-Book-Election-Judge
and-be-given-a-Voler-Authority-Card
befere-allowed-access-to-the-Veting-Unit
AcecessJudge-Onee-the-voleris-at-the
VMeting-Unit-Access-Judge;- thevolermust
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security-patches-in-order-to-maintain-a
secure-configuration:
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mu e

the-SBE-Intranet-which-has-access-io
the-internet—Since-the-interconnection-is
unauthorized;-accountability-cannot-be
adequatelhy-assured-in-the-event-of-a
seeurity-incident:

126
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A-postelection-audit-mustbe M Precedures-for-Official- Canvass;
and-ensure-thatthe-pumberof conducted-in-orderto-reconciie-and
voters-egqusais-the-number-of 1 ensure-that-the-number-of-volers-equals
votes,and-the vetes-were v the-pumber-eivoles-and-the-vetes-were
aceurately-collested- aceurately-collected-

Noter-Oniy-10%-validation-is-currontly
performed-and-astual-transmissions
beceme-official-record-after-canvassing:-
We-recommend-the-canvassing-of-100%
of-the-precincts-once-the- BRE-is
(00% is minimaland o validat
oot ng.

SBEwillensure-that-esal - LBE M EachL-BE-conducts Logic-and-Accuracy
mommﬂmmrrm@.xﬁu%mﬁmm«. veting-terminak
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the-viewing-of-the-teuch-screen-voting
panels-providing-veter secrecy.

G-89 8BE-will-ensure-thatlocal M Altheugh-no-decumentation-was-found to
clection-boards-secure;after ensure-that-thisrequirement-was-met;
i o X . Lo X

o0-160 M
. . . . g

S-164 Logal m_mmmmimm@mm. il
Shsure that m.:mw Felriove the
.um”m: mmm._m:m« m, at n. and-pl
epvelope;-attached-to-the-veling
uhit:

£-462 Local-election-judges-will-create M The-procedures-forlecal-electionjudges
and-issue-an-activated-voter to-create-and-issue-an-activated-Voter
access-card: Access-Card-can-be-found-in-the-Election

Judge-Manual:

£-103 kocal-election-judges-will-have M The-Election-Judge-Manual-has
voter-verify-information-on-voter procedures-for-local-election-judges-on
authority-eard-MAG)-make having-the-voler-verify-the-information-on
necessary-changes;-sign-the . his-er-her-Veler-Authority-Gard-(MAG);
VAG-and-instruct-the-voter-on make-necessary-changes;-sign-the-VAG
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ta ing-the-signed VAG-to-the
next-step-in-the voting process:

and-instruct-the-voter-on-taking-the
signed-VAG-to-the-next-step-in-the-veling

Access-Gard-smartcard-forthatvoter
The-clection-official-places-the MAG-in
the-envelep-associated with-the-DRE
ferminal-and-permits-the veoler-to-insert
the-DRE-Veler-Access-Lard-smartcard
inie-the-DRE-te-vete:

©-104

Loscal-election-boards-will
ensure-that the-judges-manual
mmmm iaes mmw.m___m.m ..mm__”m_mmf@

Fhe-judges-manual-provides-detalled-po
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units-f)-How te-return-the
materials-to-the-local-board
office;

Diebold AccuVote-TS Voting System and Processes Risk Assessment.docBie

o i {_the Elect
Judges-shall-perform-the

Ldation i _
ith the election judges
manuak

the-EMS;-¢)}-Manualiy-entering
absentse-ballot-resulis-into-the
EMS:-d}-Aggregating-vote
counts-for-the-enlire-countyr-e)
Beecuring-the-physical-area
where-the-tabulation-iakes
ineludi
documentation-for-who-may-be
admitted-to-the-area;-by-pame

physical-area-where-the- tabulation-takes
place;-f)-Controlling-access-to-the-area;
including-dosumentation-for-who-may-be
adritied-to-the-area;-by-name-orjob
function:
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contest-b}-The-resulis-memery
sard-shall-contain-the-names-of
individuals-for-whem-voters-cast
write-in-votes-and-shall-copy
these-names-to-the-EMS;-6)
Reguire-the-production-ef-a

printed-report-of-allwrite-in

the-working-copies-

. it
repors-and-otherdata
X terials related

consistent-with-the-Election

Blerage-of-this-infermation-is-in-a-secure
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Records-Management-Program lecation-and-is-retained-for-such-time
and-be-approved-by-the-State until-the-period-for-challenging-the
: u:___:_mm mm;mu_ mn.m_m_@m m, _m_m__ be : m._mm"_m: SXpHES and-for-any m.mm.mw_m,:m_
e 4 )
) SPEHOC mw.mmm
m:mmm_“m:@,:m m,m_.mm.mmmr_m_., Exp
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Fo-ensurevole-accurasy-SBE
willensure that-all-systems
include-control-logic-and-data
processing-methods
incorporating-parity-and-check-
sums-{or-eguivalent-error
detection-and-correction
raetheds)-to-demonstrate- that
the-systern-has-been-designed
for-aceufacy:

ﬁamwimﬁl@@i@mm

inelud Loai L d ¢
rethods-incorporating-parity-and-check-
sums-{or-equivalent-error-detection-and
correction-methods)-fo-demonstrate-that
the-system-has-been-designed-for
accurasyy-then-the-data-could-be
modified-or-deleted-when-transmitted

Impact:- MEDIUM

If data fied-o .
submission, .~mm_mmmum§_:@ .
use-manval-reconciliation-thep-the-time
allewed-for-vote-tallying-could-greatly
nereases

LOW
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Perform-auviomated-cryptegraphic-hash
" e |4 heol

that-hash-ence-the-data-has-been

ransmitied-to-the-destination-
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how-they-were-corrected:

3 8BE-will-ensure-that-a The-BREveting-machines-print-outa
consolidated-printed-report-of report-of-the resulis-of-each-station
the results-for-each-contest-of during-the-pest-election-using-the-internal
all-votes-east-that-includes-the printing-device—This-repert-inclides-the
vetes-casi-for-each-selection; votes-cast-for-each-selection;-the-count
the-count-of underveotes;-and of-undervoltes;-and-the-count-of
the-count-of-overvolesis
produced:

4 SBE-will-ensure-controlsare
implemenicd-to-ensure-that
there-is-no-aceess-path-from
; .
zﬂmmm.wmﬁ zmm m.mm_mmm devices-fol

+5 SBE willensure-controls-are
implomentad m,m\ cleady _:m__mm. te
m_: mm__m: m:m“_:m*.mw mmmm_.m oFfle

icial

36 SBE willensure mm.m it
controls-are-implemented-fo
identify fraudulent-or-erroneeus
changes-te-the-sysiem-

mvnbiirm Al Fme £ diswm timen ol b ndbed

iarmemn e srenm nE Ham sasmtans b s e

134 OFFICIAL USE ONLY



Dieboid AccuVote-TS Voting System and Processes Risk Assessment.docDiebeld

improper-use-of-the-system-has-oceurred
and-system-integrity-may-be

COMPromised:

cempromised:

Only-veters-with-a-valid-Veter Access
Gard-can-cast-vetes:

SBE-will-ensure-security
conirels-are-implemented-that
require-all-systems-that-transmit
data-over-publie

H-SBE-does-not-ensure-security-contrels
are-implemented-that-require-all-systems
that-transmit-data-over-publie

ielecommunications-petworksto-employ
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archived-for-future-use,-and-protected
from-unauthorized-disclosure:

The-DRE-veting-terminal-sheuld-contain-g
cryptographie-signature-that-is-unigue-te

each-ferminal—Gryplographic-signatures;
hese-based-on-a-session-identifier-rathe
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{elecommunications-networks
to-empley-digital-signature-for
the-vote-server-and-other
the-sepveroverthe network:

digital-signature-for-ali-communications
between-the-vote-server-and-other
devices-that-communicate-with-the
semnver-overthe-network-thenthe-data

. .
sent-from-a-DRE-voting mm::_.:m__ mm. ::2_

Impact- HIGH

f-a-malicious-threat-source-were-able-to
compromise-the data-in-transit;-then-they
would-be-able-to-substitute-invalid data
for-valid-data;-causing-inacscurate-resulls
for-the-election:

SAIC-6099-2003-261
mmuﬁmacmqm 2003

than-a-statie-1b-are-difficult-to-forgs-and
should-be-used-:

SBE-will-ensure-seecurity

la- @«amﬁm...mﬂoommm balicts;-beth-the DRE
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authorized-clection-officials
activate-any-critical-eperation

regarding-the-processing-of

Am@Hmzmﬂm,@?_*@Emi?mc%o zed
election-cfficials-each-ofwhom-adheres

ViFUses:

could-be-serious-threats-to-the-availability
of-the-voling-service:-

There-is-no-anti-virus-software-installed
on-the-GMES-voting-server:

Although-neither the-DRE-veling terminal
nor-the- LBE-GEMS-servers-will-be

MEDIUM
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— mmﬂ“m . ’ ' & m : —,

virus-definition-files-are-updated-reguariy
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the-system.

BAC or MAG:
14 Cryptographickeys-musts
securelymanaged-whep
) )
.m;mmm@_m;m:_“m._m:mr.m:m mw_m
managementincludes-key
on distribution,
storage—and-maintenance):
9 ystems-and # mm“ S m_w.mwm_:m. aFe _r_mf:mmm___m,m, to-detest
:mr.m_r_m_m:m.m m_:mu.mw_acmmm.“m _ hos i _m __mmmm:mmm hosi
B8y information-may-be-modified-and-deleted

resulting-in-the-potential-loss-of
confidentiality;-integrity-and-availability
of-system-datas

The L.BE-GEMS voling-serverand-the
DRE-veting-are-net-connected-fo-a
publichy-available-network-that-might
containan-exiernalbinierdace-thatwould

HIGH

SAIC-6099-2003-261
September 2, 2003

Remove-the-SBE-GEMS-seprer-from

; | rabuild ent] :
trusted-media-to-assure-and-validate
system-has-notbeencompromised—De
not-put-any-seftware-other-than-the- GEMS
software-on-the-system-Locate-the
server-in-a-secure-lecation:
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necessitate-the-use-ofiDS:

The-SBE-GEMS server-is-connested-to
the-SBE-Intranet-which-has-accessio

. ,

b .
devices-{e.g--firewalis)-andfor
routers-io-detect-netweork
intrusions-and-potential
breaches-in-progress-at-all

publicly-available-network-that- might
contain-an-external-interface-that-would
necessitate-the-use-of D8

poinis-external-to-the-8BE The-SBE-GEMS-server-is-connested-to

network-and-when-the-risk the-8BE-Intranet-which-has-access-to

analyses-dictatean-lDS-on the-lnternet-This-risk-is-analyzed-in

bS-systemsshallbe-instalied TheLBE-GEMSvoting-serverand-the
. Hooti DRE voii : L
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serverle-detectintrusions:

publichy-available-npetwerk-that-might
centain-an-external-interface-that-would
necessitate-the use-ofHDS:

The-SBE GEMS serveris-connectedio
the- SBE-Intranet-which-has-access-to

18 SBE nebvorks-shallbe
protected-by-boundary
protection-devices m;m,:m_mm:
m:.m g mmmm d @mmmxmmw .m._" identified
unsecurad-networks-These
seecurity-devices-and
sonfigurations-shallbe
designed-and-implemented
employing-a-system-security
engineering/isik-management
process.
s Firewalls-shall-define-and
e .
poliey-based-en-an
engineeringfrisk-management contain-an-external-interface-that-would
pProcess: necessitate-the-use-of-firewalls:
The-SBE-GEMS-server-is-connected-ic
_ the-SBE-Intranst-which-has-access-to
the-lternet-This-risk-is-analyzed-in
requirermentT-15:
20 Eirewalls-shall- block all services The LBE GEMS-voting-serverand the
. ’ ORE voli
notrequired m.:m_ disable bhiol mm.mw __m_:mm mm::_mm_nmm mm.m_ﬂ

contain-an-external-intedace-that-would
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necessitate-the-use-of firewalls.

The-SBE-GEMS-server-is-connested-ie
the-3BEIntranetwhich-has-aceessio
hel This risk i | ¥

NIA
the-SBE-Infranetwhich-has-aceesste
the-Internet.-This-risk-is-analyzed-in
reguirement-T-15.
Firewalls-shall-fail-in-a-clesed N/A | The LBE-GEMS veting-server-and-the
state: DRE-veling-are-not-connected-to-a

publicly-available-netwerk-that-might
conlain-an-exiernal-interface-that-weuld
necessitate-the-use-of-firewalls:

The-SBE-GEMS-serveris-connestedie

the-8BEIniranetiwhich-has-access-io
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24 Firewalls-shall-operate-on-a The-LBE-GEMS voling-server-and-the
contain-an-extemnal-interface-that-would
The-SBE-GEMSserverisconnectedto
the-SBE-Intranet-which-has-accessto
_.IM|||UIM.J oy D _ wx w “ .m —
and-executable-content-from-a
Hod intorface
X
thtor mm::mmmmu systems-shal
he-permiited m:x. ::m_: 2
wmc:mmc P ;
_mmmm_m_mxm”m; mm_::mw_:mmwﬁ.m .
place-and-approved-by-the
SBE-
£26 Operating-sysiems-sheuld-be
configured-to-set AGLs/Permissions-for-system-files-forthe
AGLs/Permissions-for-system system-files;-adminisirative-loels;-system
files-administrative-tosls; registry-eniries,-and-files-that-cenirel
system-regisiry-entries, and security-seprvices-in-applications:
files-that-eontrol-security
services-in-applications:
B2 Operating-systems-should-be -operating-systems-are-not-configured Configure-the-GEMS-veling-serverto
history-to-24-passwerds passwordsrememberedthen-users
remembered: could-recyele-commonly-used
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unauthorized-users-to-gain-acecess-ie
privileged-data-and-system-integrity-may
be-compromised-:

Operating-systems-are-not-configured-fo
set-minimum-password-age-to-1-day-and
maximum-password-age-to-80-days-
Rasswords-should-not-be-changedies
changed-passwerd-to-one-they-have
gsed-previousty—The-longera-passwerd

,.memE.w.@“mmn | mmmm.é@am.,,,wr,mﬂmw%_wmacm_z@ he
sffective-security-of those-passwerds-and
Operating systoms-sheuld-be MEDWM | Configure-the-GEMS-voling-serverio
figurod i ; .
password-age-to-t-day-and day-and-a-maximum-passwerd-age-of 80
maximum-passwerd-age-t6-80 days-:
days-
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passwerd-will-be-intercepted-by-a
malicious-user

The-GEMS-volingserverdoes-not
‘ . . m

configuredielockthe daskiep
of-the-current-user-afier fifleen
minutes-of-inactiviby-and-te-leck
out-the-account-of-any-userthat
has-three-invalid-login-attempts:

{o-lock-the-deskiop-ofthe-currentuser
afterfifteen-minutes-of-inactivity-and-to
losk-out-the-acceunt-of-any-user-that-has
three-invalid-login-attempis;-then-it-is
possible-for-the-user-to-walk-away-and
leave-the-server-open-for-some-gther
person-to-use—Not-having-an-account
becomelocked-after-34ries-makes-it
much-easier-for-passwerds-to-be
guessed—System-confidentiality

HIGH

SAIC-6099-2003-261
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Betthe-default-sereepsavertimecutto15
- -

unleck-Set-the-account-loskout-policy-te

deny-aceess-after-3-failled-attempis-
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integrity;-and-availabilib-may-be
compromised:

would-be-exploited:
impact:-HIGH

-a-malicious-userwere-to-access-a
computerthatwaslefiunlocked-by-a
valid-user-thenthey-would-have access
{othe-same-resources-and-data-that-user
normally-has-Witheut-an-aceount-lockeut
count-then-a-malicious-user-can-use-a
brute-foree-atiack-ie-guess-a-users
passwerdy-again-gaining-aceess-to-the
valid-users-resources-and-data-

SAIC-6099-2003-261
September 2, 2003

i-low-risk-environments-the
event-logs-sheuld-be-used

weekly-ioreview the

f-eventlogs-are-net-regularly-reviewed;
then-it-is-very-diffisult-to-identify-when
amyimproperuse-of-the-system-has
scedrred-and system-confidentiality-and
integibrmay-be-compromised:

Eventlogs-on-the-serverarenot

Eventlogs-sheuld-bereviewed-en-a
regular-basie:
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reviewed-on-a-regular-basis

required-se-that-users-are
legged-on-a-system-before-they
can-changetheir-password—fa
password-has-expired-apd-the
users-are-currenily-potlog
on-a-systemy-a-System
Administrator-(8A}-mustlog-on
to-change-the-user-pasewerd:
33 Passwords-should-meet-State |f-passwerds-do-not-meet-State-of
of-Maryland-Security Mapyland-Security-Standards;-then-easily
Slandards: guessable-passwords-may-aliow

unautherized-acecess-io-the-system
resulling-in-the-petential-loss-of

egrity-a

HiGH

Greate-a-local-security-poliey-that
enforces-the-password-security-pelicies-o
ihe-State-of Maryland--Ensure-that-the
passwerds-are-properly-configured-en-all
voling-system-gomponents-

Passwords-are-net-required-to-have-any

146

OFFICIAL USE ONLY




SAIC-6099-2003-261
September 2, 2003

T d loa.size for Wind 200G
GEMS-server-was-set-{o-512 kilobytes
and-events-to-be-gverwritten-after-£
days-—This-is-insufficient-to-trace-events
that-could-cause-preblems-with-the
voting-system:

Thi troli ftoctive.f mini
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Dmmco_a>ooc<oﬁm-qm<o::om<mﬁm3m:a_uﬂoommmmmmmmx>mmmmm3m:~.aoo-.-uu.. A.- .-... -..."..-,....- _

system-and-security-evenis-pertinent-to j
the-voling-system-

impact: HIGH

Wi _ . |
sizean-attackeror-malisisus-usercould

T36 | pppropriate oncryption software | NIA | No-mobile-compuiors-or laptops ae used

T 37
f-should-be-noted; that FTR-is-used:-sce
©-14;-medem-fransmissions-are-used;
see-F-42-below.
38 System-aceounts-will-not-be Y {-system-accounts-are-shared;-itis-net HIGH Regquire-that-all-system-users-have-their
shared: possible-to-trace-svents-to-individuals own-ascounts:

and-system-confidentiality-integrity,-and
availability-may-be-compromised-

148 OFFICIAL USE ONLY



Diebold AccuVote-TS Voting System and Processes Risk Assessment.docBiebeld

accountabilify:

impact-HIGH

¥-a-malicious-user-gains-aceess-fo-a
shared-system-account-it-would-be-very
diffisult-to-trace-the-actions-of-a
legitimate-system-user-versus-those-of

SAIC-6099-2003-261
September 2, 2003

Windows-2000 - Servershould-be
are-generated: .
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Diebold AccuVote-TS Voting System and Processes Risk Assessment.docBiebeld-A Jote Yoting & rd-Prosesses-Risk-Asse en

threats-can-cause-damage-to-the-sysiem

m — ) _— . » -ﬁ- m . . m _
damage-to-the-system,-and-ne-audit
records-are-stored-to-determine-if
damage-oeeurred:

40 The-system-beolstrap,-monitor; M The-firmware-cannot-be-updated-by-any
and-deviee-contrellersoftware process-from-the-veling-server-or-the
may-be resident-permanently veting-terminal-ifself
as-firmware;-provided-that-this
firmware-has-beenshownto-be

T4

42 HIGH
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sensitive-has-a-high-value-or
represenis-a-high-value-if-it-is

represents-a-high-value-if-it-is-vulnerable
{o-unautherized-disclosure-or-undetested

impact-HIGH

A-malicious-user-could-iptercept-the-data
and-modify-it-or-copy-it-during
fransmission:

SAIC-6099-2003-261
September 2, 2003

link-layer-encryption-(encrypling-modems
using-3BES-or-better-encryption)-or

application-layerencryplion{Sesure
Sockeis-Layer{SStlTransportlayer

individual-ballet-images-in
memoery-must-be-randemized-to
protect-voler-secrecy:

H-individual-ballet-images-in-memory-are
net-randemized-fo-protect-volersecreey;
then-it-is-possible-to-tie-veles-back-to
specific-individuals-and-system

confidentiality-may-be-compromised:
ndividual-ballots-are stered-sequentially

LowW

implement-a-functien-to-randomize-the
write-locatien-of-the-individual-baliet
images:
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Impact: LOW
Thed is lowt . ldaffect
E SBE will that . M SBE-has processes in m_mmmlw@kaﬂmu%@ﬁ&
units-be-maintained-such-that the-veting-terminal-from-being-recpened
the-voting-mechanism-can-not ence-the-close-of voling has-takeh-place-

be-recpened-to-voting-after:-a)
The-manager-card-is-inserted-in
to-the-sard-reader-b)-The
election-judge’s-RPIN-number-is

TAG
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voles-castip-each-contest-and

and-for-each-contest-and-write-in-voting

write-in-voting-pesitions: positions:
F-4 8BE-willensure-that-loeal M Hrm.wmmzrmwzwB.Ew%mzﬂma.mzwcw_.a
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APPENDIX A: ACRONYMS

The following table contains acronyms used in the AccuVote-TS risk assessment report.

ACRONYM MEANING

ACL Access Control Lists
C&A Certification and Accreditation
CI1O Chief Information Officer
COMAR Code of Maryland Regiulations
COooP Continuity of Operations
DES Data Encryption Standard
DoS Denial of Service
DNS Domain Name Server
DR Disaster Recovery
DRE Direct Recording Equipment
EMS Election Management System
FEC Federal Election Commission

1 GSS General Support System
IDS Intrusion detection system
IT Information Technology
ITA Independent Testing Authority
LBE Local Board of Elections
NIST National Institute of Standards and Technology
POC Point of Contact
RA Risk Assessment
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Diebold AccuVote-TS Voting System and Processes Risk Assessment.doonbgtd%GGWete—ISA#et.}ng—System—ané ‘
ACRONYM MEANING
SAIC Science Applications International Corporation
SBE State Board of Elections
ST&E Security Test and Evaluation
UPS Uninterrupted Power Source
WAN Wide Area Network
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